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[This foreword, the table of contents, and the "rationale" on the following pages are not part of this
standard. They are merely informative and do not contain requirements necessary for conformance
to the standard.]

FOREWORD

The purpose of this addendus to present a proposed change for public review. These modifications are
the result of change proposals made pursuant to the ASHRAE continuous maintenance procedures and of
deliberations within Standing Standard Project Committee 135. The proposegeshane summarized

below.

1352008)-1. Updae BACnet NetworkSecurity, p. 5.

In the following document, language to be added to existing clauses of ANSI/ASHRAEOQ8%nd

Addenda isindicated through the use d@hlics, while deletions are indicated tstrikethrough Where

entirely new subclauses are proposed to be added, plain type is used throughout. Only this new and deleted
text is open to comment as this time. All other maténighis addendum is provided for context only and is

not open for public review comment except as it relates to the proposed changes.
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13520083-1. Update BACnet Network Security

Rationale

The existing BACnet Network Security architecture definedCiause 24 is based on the-bi# DES
cryptographic standard and needs to be updated to meet the needs obtmlaifis requirements

Addendum 1352008-1
[Replaceexisting Clause24 in its entirety, p483, with the following nevClause 24]

24 NETWORK SECURITY

This clause defines a security architecture for BACnet. Network security in BACnet is optional. The
intent of this architecture is to provide peer entity, data oryid, operator authentication, as well as
data confidentiality and integrity. Other aspects of communications security, such as authorization
policies, access control lists, and noepudiation, are not defined by this standard. Systems that
require these unctions may add them to BACnet by using the proprietary extensibility features
provided for by this architecture, or by some other proprietary means.

24.1 Overview

The BACnet network security architecture provides device authentication, data hiding, and user
authentication. This has been accomplished within the constraints that BACnet security should allow
for:

(a) Application to all BACnet media types (BACnet/IP, MS/TP, etc.)

(b) Application to all BACnet device types (devices, routers, BBMDSs)

(c) Application to all mesage types (broadcast, unicast, confirmed, and unconfirmed)

(d) Application to all message layers (BVLL, network, and application)

(e) Placing norsecurityaware devices, if physically secure, behind a secure proxy firewall router

(H Placing secure devices on nsecuity-aware networks.

To achieve these network security goals, the BACnet standard is extended with a set of network layer
security messages. Other security standards, such as IPsec and Kerberos, were designed to operate only
on TCP/IP networks and as $udo not meet the above requirements. However, the BACnet security
architecture was developed by applying the best security practices of those standards that fit the
requirements listed above.

24.1.1 Security Layer

The security functionality is added into the BA&€l stack as a set of network layer messages. As such,
there is no actual security layer, although the discussion of security processing is easiest to understand
if it is conceptually separated into a distinct layer. For this reason the security procassitige

related messages are referred to as the security layer although in fact they are part of the network layer.

24.1.2 Shared Keys

The BACnet security model relies on the use of shared secrets called keys. Device and user
authentication is achieved throughetuse of message signatures and shared signature keys. Data
hiding is achieved through encryption of the secure payload and shared encryption keys.

In BACnet security, keys are always distributed as key pairs, where one half is the signature key and
the other half is the encryption key. There are 6 types of key pairs: Géwerabrk-Access, User
Authenticated, Applicatiotspecific, Installation, Distribution, and Devidéaster.

The GeneraNetwork-Access key is used for device, broadcast network lagssages, for encryption
tunnels, and by user interface devices that cannot authenticate, or are not trusted to authenticate, a user.
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All devices must be given the Genehdtwork-Access key pair to interoperate on a BACnet network.
BACnet server deviceshat receive requests signed with the GerMetivork-Access key should
assume that the User Id and User Role fields included in the message may not have been properly
authenticated by the source device and may want to restrict access accordingly.

The UserAuthenticated key is distributed to client devices that are trusted to authenticate a user's
identity by some means, or to devices that do not contain a user interface (where the user identity to
use in BACnet messages is configured into the device amat Isased on human interaction). This key

is also distributed to BACnhet server devices that restrict operations based on the identity of an
authenticated user. Servers that receive requests that are signed with theitbeeticated keyxan

assume thate User Id and User Role fields included in the message has been properly authenticated
by the client device, or was configured into a trusted device with no user interface. While the client
device may restrict a user's actions based on its authorizaticieg prior to sending the message, the
server device is also free to restrict access based on the received User Id and User Role.

An Application-Specific key may be used to provide security boundaries between application areas,
such as access contrahdh HVAC. ApplicationSpecific keys are distributed only to those devices
sharing a particular application and can thus be limited to highly secure communication. Devices using
Application-Specific keys for highly secure communications should be designieel able to restrict

which services can be executed with lesser keys. For example, such devices might be configured to
disallow time synchronization or network configuration via the Gerdetvork-Access key.

Installation keys are distributed temporatidysmall sets of devices, usually the configuration tool of a
technician and a set of BACnet devices that require configuration. These keys are provided to allow
temporary access to a specific set of controllers through a configuration tool that wontarmatly

have access to the BACnet network. There may be multiple Installation keys in use simultaneously, so
that different configuration tools could use different Installation keys, if desired.

The Distribution keys are used to distribute the Gerdetvork-Access, UseAuthenticated, and
Application-Specific keys, which may change over time as needed to meet local security policies. They
are also used to distribute the temporary Installation keys.

The DeviceMaster keys are used only for the disttibn of the Distribution keys and remain the most
secure of all key types because they are unique for every device and their use on the wire is very
limited.

24.1.3 Securing Messages

Security is applied at the network layer by creating a new NPDU message tgpe.BRICnet
messages are secured by placing the NSDU portion of the message into the Payload of a Security
Payload message. Therefore, when a BACnet APDU is encapsulated with security information, it is
transported as a network layer message and the coittinlthe NPCI is changed to indicate that the
message now contains a network layer message rather than an APDU. The security header will indicate
that the encapsulated message is an APDU so that this information is not lost. Upon unwrapping this
messagethis control bit will change back so that the plain NPDU will once again indicate that it
contains an APDU.

For NPDUs and BVLLs containing NPDUs, the portion of the message starting with the network layer
MessageType field is placed into the Payload &ecurityPayload message. For BVLL messages that
do not contain an NPDU, the original BVLL is embedded in a Secure BVLL message.

The basic level of security that can be applied to a BACnet message consists of signing each message
using HMAC (keyeehashmessage authentication algorithm) and MD5 or SES& (commonly used

hash algorithms), and of marking each message with the source and destination Device instances, a
Message Id and a timestamp. Including source and destination addresses and sourcéatondest
device instances assures that messages cannot be spoofed or redirected. However, this requires that all
secure devices, even routers and BBMDs, contain an application layer and device object.
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Message |d fulfills several purposes in securing BAGnessages. It is used to detect the replay of
messages, to associate security responses with security requests, and along with the Timestamp field,
to provide variability in otherwise identical messages.

Timestamp is used mainly for prevention of mesgagéay but also serves as a source of variability in

the message content so that messages that are repeated frequently do not generate the same signature.
The clocks of secure devices must be loosely synchronized. If a timestamp on a message iseutside th
security time window, then an error is returned and clock issues need to be addressed. Within the
security time window, Message |lds are checked to confirm that a message has not been replayed.

A higher level of security is provided by encrypting BACme¢ssages so that the content of the
message cannot be determined without the possession of an appropriate key. Even the length of the
message can be obscured by using a varying amount of hidden padding.

24.1.4 Network Security Policies

There are two network trugevelsi trusted and notrusted. Networks can be designated as trusted
due to being physically secure, or due to the use of protocol security (signatures and/or encryption).
Non-trusted networks are those which are both physicallysemure and not caglured to require
protocol security.

BACnet messages that do not have any security information in them are referred to as "plain”
messages. Therefore, there are four corresponding network security policiedrusiggd (requires
physical security; nomptocol security applied), signedisted (physical security not required; secured
with signatures), encryptedusted (physical security not required; secured with encryption), and plain
nontrusted (not physically secure; no signature or encryptionegplA common example of a plain
trusted network is an MSTP network where all devices are locked up and no direct network
connections are available outside of the locked space. Devices that do not support the BACnet security
messages must reside only onipltrusted networks for their communications to be trusted by secure
devices. A common example of a plaiantrusted network would be the corporate LAN. However,

the LAN may be ralesignated as signdrlsted or encryptettusted by requiring all BACnetevices

on the LAN to implement BACnet security and sign/encrypt all messages.

24.1.5 Device Level Security

Secure Devices are not restricted to residing on trusted networks-t(pistied, signedrusted, or
encryptedtrusted). Secure devices may be located ontrusted networks and rely on etmend
(device level) security for secure communications. While trusetdiorks are created by setting the
security policy for a network, and all devices on a trusted network must be configured with the security
policy of the network, endo-end security is determined on a device by device and request by request
basis.

Secure BACnet devices are configured with a base device security policgidtaes the device's
minimum level of security for sending or receiving seges. This policy may be higher than, but not
lower than, the network access security policy.

Incapable Devices (devices that are not capable of processing BACnet security messages or those that
have been configured to not be able to process BACnetityemgssages) must reside on a plain
network (plaintrusted or plaimontrusted). Secure devices can also reside on this same network, but
their Base Device Security Policy must be set to plain if they need to communicate with the incapable
devices. Everif the Base Device Security Policy is set to plain for interoperability with incapable
devices, the secure devices are free to use secured messages, for communicating with other secure
devices, for any traffic that needs to be secured.
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24.1.6 Secure Tunnel Mode

The standard allows for a tunnelling mode whereby plain and signed packets arriving at one end of the
tunnel (e.g.router A on subnet A) can be tunnelled to another device (ewger B on subnet B across

a nonphysicallysecure network segment). Thenbelling router applies encryption (and signature if
needed) using the Genefdétwork-Access key and forwards the packet along to the other end of
tunnel. Control bits in the security header indicate that the packet has been tunnelled. If a packet is
already encrypted, the tunnelling router passes the message as is.

To avoid inverted networks, it is recommended that only BACnet/IP be used for secure tunnels when
connecting notsecure BACnet/IP or BACnet/Ethernet networks. BACnet/IP is preferred foresecur
tunnels since it is the only medium through which full size BACnet packets (1476 octets of APDU)
can be transferred when security is enabled. In such installations, all BACnet products can take
advantage of the secure tunnel, not just those that argtgecuare or only communicate with smaller

PDU sizes.

24.1.7 User Authentication

The BACnet security architecture allows for multiple methods for user authentication. Currently only a
single method of user authentication is defined: Proxied User Authentication.

Proxied User Authentication relies on site policy and trust of selected software to perform user
authentication. To allow for some clients to be trusted to perform user authentication, and some clients
that do not perform, or are not trusted to perforseruauthentication, different security keys are
provided. Clients with user interfaces that are trusted to perform user authentication are giventhe User
Authenticated key, or an ApplicatiegBpecific key. Other clients that need access to the network but
are not trusted to securely authenticate users are given the GReénalrk-Access key.

24.1.8 Key Distribution

BACnet security keys are distributed to all devices by a BACnet Key Server. The Gdetvalk
Access, UseAuthenticated, Applicatiotspecific, andinstallation keys are bundled into a set and
distributed together with a single key revision number, each device receiving a specific set of keys
appropriate for that device. While different devices may receive different key sets (differing in
Application-Specific or Installation keys, for example), the key sets shall share the same revision
number across all devices after a key distribution is complete.

Each BACnet device shall either have a unique fadiimad DeviceMaster key, or support initiation

of RequestMasterKey service and execution of the SéasterKey service. The Key Server will use

a device's Devicdlaster key to securely provide the device with a device specific Distribution key.
The Key Server will then use the Distribution key to sehd device its set of security keys.
Distribution keys are therefore revisioned separately from other keys, as they may change less
frequently.

A full description of the key distribution protocol is defined in ClaR4e21.3

All secure devices shall support the key distribution messages defined in this standard. In addition,
they may also support proprietary mechanisms for setting keys. For example, an installation tool may
configure an initial key set as part of its prograimg and commissioning operations.

24.1.9 Deployment Options

Security deployment always involves careful consideration for balancing costs, complexity, and time
of configuration and maintenance against the likelihood of various attack scenarios and thetgensitivi
of the data or actions being protected. This standard provides for a continuum of protection from very
simpleand coarse giaed to very powerful and fine grained.
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Using the architecture defined here, very simple deployments can be made. Some deployagen

not require a live Key Server. In these cases, the function of the Key Server is performed by the
installation tool(s) and all devices are given infinite duration keys so that no Key Server is needed after
installation. In addition, all key valuest be set to be the same value if only a moderate level of
security is needed to protect moderately critical resources.

Also using the architecture defined here, highly specific and highly secure deployment requirements
can be met by segregating colleasoof devices using ApplicatieBpecific keys and tightly
controlling the distribution of those keys to a limited number of devices. In addition, a live Key Server
can be used to distribute expiring keys periodically according to site policy. User infornmt
provided so that fine grained authorization policies (e.g., access control lists) can be based on the
source device and/or the source user or process. The authentication mechanism can be extended to
support complex proprietary methods, if required.

24.1.10 Limitations and Attacks

Highly secure communications between peer devices requires not only the knowledge of the proper
key(s), but also the knowledge of a peer device's device instance number as well. This is because there
are attack scenarios where it ynhe possible for the source and destination address information
(SNET, SADR, DNET, DADR) to be altered. The relative ease or difficulty of these attacks is affected
by the site's physical access policies and the skill and equipment of the attackers.

Altering the addressing information may be accomplished by gaining physical access to a secured
device and changing its MAC address (ely changing its address switches), by causing its IP
address to change (e.¢py spoofed DHCP messages or a physicalseited NAT device), or by
placing it on another network, either by physically moving the device or by remotely rewiring the
networks.

Secure devices should not allow their instance numbers to be changed by physical switches after
installation; device insince numbers should only be changeable via secured communications with a
configuration tool. Therefore, the device instance number is the most trustworthy form of identifying
the source or destination of a message, and highly secured communicationsabiaysgdinclude the
destination device instance number (the source instance is always known and always included).

Devices receiving messages where the device instance of the destination is unknown should act
accordingly based on their internal policies floe operation being requested. The device instance of

the source is always known and may be used by the destination device's internal policies for
determining how to handle these messages. In many cases, the knowledge by the destination of the
authorizedsource instances may be sufficient to relieve the source of having to know the destination's
instance.

There are also ways to avoid the condition of a source device not knowing the instance of a
destination. For example, the device instance form of giesttiaddress should be used rather than the
address form, and services like "Subscribe COV" should record the requesting device instance along
with its address.

Secure devices should restrict the setting of their device instance number to commurticatians

secured with an Installation key, which may be temporary and unique to the device. Site policies
should restrict user access to software that is authorized to change instance numbers in secure devices.
But since this software is likely the samétaare that can completely reprogram the devices, this
policy may already be in place. Site policies should also restrict physical access to highly secured
devices so that their internal memory cannot be physically tampered with. Here again, this ts likely

be an existing policy for such devices.

Many of the above attacks involve physical access to either secured devices themselves or to the
wiring between devices. Given this opportunity, Denial of Service attacks are trivial and obvious and
this standat does not address their prevention. However, to limit-twewire Denial of Service
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attacks, this standard allows some error conditions to be ignorable. For example, devices that want to
hide from scanners are allowed to ignore messages that are nsimkr@own key or appear to be
replayed.

In general, error responses are helpful for diagnosing or recovering from some forms of legitimate
network problems, however, some devices may want to limit repeated error responses to repeated
receipt of erroneousnessages, which may actually be an attempt at a Denial of Service attack.
Legitimate devices should be designed to recover from errors like outdated key sets or incorrect
timestamps in a reasonable manner or should limit their rate of sending unsucoessfges to avoid
creating aninadvertent Denial of Service attack by repeatedly sending erroneous messages to other
secure devices.

24.1.11 Minimum Device Requirements
In order to implement BACnet network security in a device, the device shall:

(a) have an applican layer;

(b) support execution of WriteProperty.

(c) be able to track time;

(d) have norvolatile rewritable storage in which to retain some #ime and configuration
data;

(e) not be an MS/TP slave.

In addition, it is recommended that secure devices have-timeatlock that is persistent across resets
and extended power down periods.

10
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24.2 Security Wrapper

All BACnet security messages use the same security wrapper consisting of a header, an optional body,
and a required signature. The format of the wrapper is:

Table 24-1. Security Wrapper Format

Field Name Size
Control 1 octet
Key Revision 1 octet
Key Identifier 2 octets
Source Device Instance 3 octets
Destination Device Instanc{ 3 octets
Message Id 4 octets
Timestamp 4 octets
DNET 2 octets
DLEN 1 octet
DADR Variable
SNET 2 octets
SLEN 1 octet
SADR Variable
Authentication Mechanism| 1 octet
Authentication Data Variable
Service Data Variable
Padding Variable
Signature 16 octets

All multi -octet fields shall be conveyed withetimost significant octet first. The DADR and SADR
fields shall be encoded as described in Clause 6.

24.2.1 Security Header Protocol Control Information

Each security message NPDU shall start with a control octet that includes indications of the presence
or absene of particular security header fields.

Bit 7: 1 indicates that the Payload contains a network layer message or a®€tcure
0 indicates that the Payload contains an application layer message

Bit 6: 1 indicates that the message is encrypted.
0 indicates that the message is not encrypted.
This bit is referred to as the 'encrypted flag' and shall always be 0 when calculating the
signature for the message.

Bit5: Reserved. Shall be 0.

Bit4: 1 indicates that the Authentication Mechanism and Autbatitin Data fields are present.
0 indicates that the Authentication Mechanism and Authentication Data fields are absent.
The Authentication Mechanism and Authentication Data fields are optionally present on
request messages but shall be absent from mespmessages (e.@omplex Ack, Simple
Ack, Security Response)

Bit 3: 1 indicates that the Security Wrapper should not be removed, except by the destination
device. This bit shall be 1 if Bit 2 (the ‘ehmt-decrypt flag') is set to 1.
0 indicates thathe Security Wrapper should be removed before placing the message on a
plain network segment.

11
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This bit is referred to as the ‘amt-unwrap flag'.

Bit 2: 1 indicates that encryption should not be removed, except by the destination device. If this bit
is ¢t to 1, then Bit 3 (the ‘dootunwrap flag’) shall be set to 1. This bit shall not be 1 when
Bit 6 (6encrypted flagbd) is set to O.
0 indicates that encryption should be removed before placing the message on a network
segment that does not require endigit
This bit is referred to as the ‘amt-decrypt flag'.

Bit1: 1 indicates that the message was received from a-ptatrusted network and that the
security information was placed on the message by the router from thengisirusted
network to atrustedsigned or trustegncrypted network. Routers should not route plain
messages from plaimontrusted network to a plaitmusted network.

0 indicates that the message originated on a trusted network, or that the originator applied the
security heaer.
This bit is referred to as the 'ntmustedsource flag'.

Bit O: 1 indicates that the message was secured by an intervening router.
0 indicates that the message was secured by the originator.
This bit is ref-byrrroaud etro fdsagtbhe O6secured

24.2.2 Key Revision
This field shall contain the key revision for the key identified by the Key Identifier field.

This field shall be 0 when the Key Identifier indicates the DeMester key.

24.2.3 Key Identifier

The Key Identifier field specifies the key thatuised to sign the message. If therdit+decrypt flag
has a value of 1, then it also specifies the key used to decrypt the message. -fidhdetmypt flag
has a value of 0, the Genetdétwork Access key is used to decrypt the message as it is th&enly
that is guaranteed to be known by intermediate routergjaese24.21.).

24.2.4 Source Device Instance

The Source Device Instance is the Device object instance of the device that applied security to the
message.

The field slall be restricted to the range 0 through 4194302. This requires that all secure BACnet
devices, even those that are only routers or BBMDs, contain an application layer and a Device object.

Note that this field cannot be used to identify the source defieemessage when the seculsd
router flag is set as it wildl indicate the routerds

24.2.5 Message Id

The Message Id is a 32 bit monotonically increasing counter value that is present in all secure
messages. It is used for matching sdgugsponses to security requests, for preventing replay attacks,
and along with the Timestamp provides variability between messages that might otherwise be
identical.

In the normal course of operation, a device shall not generate more than one metfséye seime
Message Id within the security time window.

If a device does not remember its Message Id across resets, then the device may have problems

communicating for the first security time window period. Such a condition should be expected if the
device resets within the first security time window period of a previous reset, and it always resets its

12
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Message Id counter to the same value on reset. Waiting 2 * Security_Time_Window seconds before
communicating will overcome this problem.

24.2.6 Timestamp

The Timestamp field, an unsigned 32 bit integer, indicates the time of the message in UTC as seconds
since 12:00 AM January 1, 1970 (standard Unix timestamp).

24.2.7 Destination Device Instance

The Destination Device Instance is the Device object instance of the testidavice for the
message. A value of 4194303 shall be used in all broadcast messages and when the device instance of
the destination device is unknown to the device applying the security. Secure devices shall attempt to
determine the Device object inste of the destination device, and only if attempts to determine the
value fail, shall a secure device resort to the use of 4194303 in unicast messages.

24.2.8 DNET/DLEN/DADR

These fields contain the values of the fields with the same name from the NPCI pbttiermessage.
They are always present and are included in the security header to allow the signing of the values.

When the message is to be placed onto the destination network, or is received from the destination
network, the NPCI will not contain theNEET/DLEN/DADR fields. Regardless of whether the NPCI
contains the DNET/DLEN/DADR fields, the security header shall contain these fields and they shall
contain the correct destination address information.

For the Updat&ey-Set, UpdateDistributionKey, ard SetMasterKey, the DNET shall be set to 0 in
the security header if the SNET was 0 in the corresponding Reldepset or RequedtlasterKey
message.

24.2.9 SNET/SLEN/SADR

These fields correspond to the fields with the same name from the NPCI portion afsbege They

are always present and are included in the security header to allow the signing of the values. As such,
the values must be known and filled in by the device. This is in contrast tsecore BACnet
messages where these fields in the NPCbatg present when added by a router when routing remote
messages.

When a security header is placed in a message by a router on behalf of another device, these fields
shall contain the address information of the originating device and not the addressiiviorof the
router.

There are exceptions where the values are not known and cannot be filled in by the sending device. In
the Whatls-Network message, the SNET shall be set to 0. In the Refegdtpdate, and Request
MasterKey, the SNET shall be séb O only when the device does not know its network number.
However, the SLEN and SADR shall be set to valid values, if they are known. In the case where a
device temporarily does not know its own SADR, such as a BACnet/IP device behind a NAT firewall,
the SLEN shall be set to 0 and the SADR shall be empty. These devices shall learn their SADR by
reading the destination address of any properly authenticated message sent to it.

When the message is to be placed onto the source network, or is receivedefsmartie network, the
NPCI will not contain the SNET/SLEN/SADR fields. Regardless, the security header shall contain
these fields and they shall contain the correct source address information.

24.2.10 Authentication Mechanism

If present, the Authentication Mechani field is a 1 octet value that indicates the user authentication
mechanism being used. This field shall be present when theAuseenticated or an Applicatien
Specific key is used and the PDU type is one that initiates a request (see below). le sitzbbt

13
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when the DeviceMaster, Distribution, or Installation key is used. And it shall be optional when the
GeneralNetwork-Access key is used.

User authentication information is not useful in responses or transmission control. User authentication
is useful in any PDU type that initiates a request:

APDU PDU Types:  ConfirmedRequest, Unconfirme&equest,
NPDU PDU Types: Initialize-Routing Table, EstablistfConnectiorTo-Network, Disconneet
ConnectioATo-Network,
BVLL Types: Write-BroadcasDistribution-Table, ReaeéBroadcasDistribution-Table,
RegisterForeignrDevice, Read-oreignDevice Table, Delete-oreign
DeviceTableEntry.
It shall not be included in all other PDU types, but if it is present a receiving device shall ignore it. If
user authentid¢eon information is provided in a segmented APDU, the authentication information shall
be the same in all segments. User authentication information in response PDUs and transmission
control PDUs shall not be present.

The proxied user authentication mecisamis indicated by a value of 0 and is the only standardized
mechanism at this time.

Values in the range 200 through 255 are reserved for vendor specific mechanisms.

24.2.11 Authentication Data

The Authentication Data field is a variable length identifier gravides authentication information in
a format specific to the mechanism defined by the Authentication Mechanism field.

This may be used by the server's authorization mechanism to verify that the user is allowed to perform
the requested action.

A client device that authenticates users may be given theAlgbenticated key or an Applicatien
Specific key. I't shall indicate the authenticated wu

This field is always at least three octets in length. The fivetdctets are an unsigned integer (most

significant octet first) indicating the numeric User Id for the user that is authenticated for this message.

The third octet is the userds role or group. The u:
policy and are used to group access rights. Example roles are: HVAC operator, technician, etc.

User Id values represent either unique human users, or processes within a BACnet system. Assignment
of the values is based on local site policy, but they shbalunique across all BACnet devices, such
that User Id 1234, for example, means the same regardless of its source or destination.

User Roles 0 and 1 are reserved to mean "the system itself". User Role 0 is used for programmed
deviceto-device communicétn that is not initiated by human action. A User Role of 1 is used for
deviceto-device communication that is initiated by an "unknown human", such as the changing of a
setpoint based button presses on a thermostat.

Other User Role values may also bedifor deviceto-device communication to indicate a particular
subsystem that is performing the action, but those values are not restricted by this standard and are
taken from the same set of numbers as are used for human users and groups. The valueseOtaad

only ones that are reserved specifically for this purpose and shall not be assigned to human user roles.

User Id O is reserved to indicate that the source user is unknown. It is commonly used in conjunction
with User Role O or 1.

If the Authentication Mechanism has a value of 0, then the Authentication Data field contains no
further information since the authentication has been performed by the source.

14
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If the Authentication Mechanism has a value of 1 through 199, then the next 2 octéddiefdtshall
be an unsigned integer (most significant octet first) indicating the length, in octets, of the entire field.
The meaning of the remaining octets is not currently defined by this version of this standard.

If the Authentication Mechanism hasvalue of 200 through 255, then the next 2 octets of this field
shall be an unsigned integer (most significant octet first) indicating the length, in octets, of the entire
field. Following that, the next 2 octets shall be an unsigned integer (mosticsighibctet first)
indicating a BACnet Vendor Identifier. The meaning of the remaining octets is defined by that vendor.

24.2.12 Service Data
The Service Data field contains security specific data. Its content varies by message type.

The security NPCI messagge values are:

X'0A": ChallengeRequest
X'0B'": SecurityPayload
X'0C': SecurityResponse
X'0D": RequesKey-Update
X'OE": UpdateKey-Set

X'OF": UpdateDistribution-Key
X'10": RequesMasterKey
X'11": SetMasterKey

24.2.13 Padding

The padding is present if arahly if the message is encrypted. This field is sized to ensure that the
length of the data being encrypted is a multiple of the encryption algorithm's block size. The padding
field is added after the signature is calculated.

The last two octets of the gding field are a count (most significant octet first) that indicates the total
number of octets of padding, including the count itself. The values of all remaining octets are
unspecified.

Since the count includes itself, and cannot be zero, the paddidgsfalways included if the message
is encrypted.

The size of the padding field may be increased, by adding multiples of the block size to the minimum
requirement, to allow devices to hide the true length of their encrypted messages.

24.2.14 Signature

The sigrature contains an HMAC of the message. See Cladseé4for details on generating the
signature.

The signature (in whole or in part) is also used as the Initialization Vector for the encryption algorithm.
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24.3 Security Messages

24.3.1 ChallengeRequest

The Service Data for a Challenfequest message has the following form:

Table 24-2. ChallengeRequest Service Data

Message Field Size Description
Message Challenge 1loctet | When set to 1, this field indicatesaththe
ChallengeRequest is being sent in respor
to a message. Otherwise, the Challen
Request is being sent for some other reg
and the following fields contain random dat

Original Message Id 4 octets | The Message Id from the message that ca
the device to issue the challenge.
Original Timestamp 4 octets | The timestamp from the message that cal

the device to issue the challenge.

Any device that receives a secure BACnet message may, at the device's discretion, challenge the
message sourcenless the secure message was itself a ChalBegeest. Specific cases where a

device may want to challenge a message source are as follows: on receiptoh an -Am-Router
To-Network where the source address does not match a previously cachedwakasipt of a secure
message where the source MAC address does not match the source address in the secured NPDU and
both devices are on the same BACnet/IP network, on receipt of a message where SLEN in the security
wrapper is 0, and on receipt of a uast message where the Destination Device Instance is 4194303.
When challenging a specific message, the Message Challenge field shall be set to 1.

A device may also arbitrarily Challenge another device simply by generating a Chdtleggest with
a randomOiriginal Message Id, and any value for the Original Timestamp. When performing a
challenge without reference to a specific message, the Message Challenge field shall be set to 0.

Upon receipt of a ChallengRequest that authenticates correctly accordinglause24.13 with a
Message Challenge field set to 1, the device shall attempt to verify that it originated the message
identified by Original Message Id. If the device verifies that it did in fact send the messagd, it shal
respond with a SecuritiResponse with a Response Code of Success. If the device is unable to verify
that it sent the specified message such as would occur if its Message Id cache were to overflow, then
the device shall send a SecwiRgsponse with thermr code cannotVerifyMessageld. If the device
determines that it did not send the message the device shall send a $spityse with the error

code unknownSourceMessage.

A device shall wait its Security PDU_Timeout as specified in its Network Sgabiject before
cancelling a request due to a lack of response.

Upon receipt of a ChallengRequest that authenticates correctly according to Cladsk3 with a
Message Challenge field set to 0, a device shall respond v8tdtarityResponsevith a Response
Code of Success.

If the device is unable to generate truly random data for Challenge requests with a Message Challenge
field set to O, the original Message Id and Original Timestamp fields can be set to values not
previowsly used (ever). To do so, the device needs to remember the last used values for these fields
across resets.

Broadcasts of this Message Type shall be ignored.
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Messages of this type shall be sent with the data_expecting_reply bit set to 1 in the NPCI.

Devices that do not know their own MAC address, such as BACnet/IP devices behind a NAT firewall,
may use the Challengeequest message to determine their own address by examining the DADR in
the SecurityResponse message.

The possible error codes returnedrésponse to a Challengequest are listed ihable 243 below.
For more information on selecting an error code to return, see Clause 24.16.2.

Table 243. ChallengeRequest Error Codes

Error Code Ignorable Description
securityNotConfigured Yes If the recipient is not configured for securi
on this port.
encryptionNotConfigured Yes If the Encrypted field is set to 1 and t

receiving device is not configured to acc
encrypted messages.

unknownKey Yes If the Key Identifier field indicates
security key that the receiving device dq
not know.

duplicateMessage Yes A message with the provided Message

has already been received from the sol
device within the security time window.

unknownKeyRevi®n Yes If the Key Revision field indicates a revisic
that the receiving device does not know.

malformedMessage Yes If the message size is invalid, or secu
parameters are missing or malformed.

badSignature Yes If the signature is not correct. Thirror
may also be indicated if a decryption er
occurs.

badDestinationAddress Yes If the destination address information
missing or invalid.

badDestinationDeviceld Yes If the Destination Device Instance is n

4194303 and does not match the lo
device instance.

badSourceAddress No If the source address informatic
(SNET/SLEN/SADR) is invalid.
unknownSourceMessage No The specified message was not sent by

client. While devices are not required
track all messages that have been sent,
device is capable of detecting that it did r]
send the specified message, it shall use
error code to indicate that it was not t
source of the challenged message.
If the device cannot detect that it did 1
send the message, it shall not return

error code.
cannotVerifyMessageld No The device cannot accurately ascert
whether or not it sent the specified messa
badTimestamp No The Timestamp in the security header of

message is not within the allowal
timestamp window of the receiver.

destinationDeviceldRequired | No If the Destination Device Instance in t
security header of a unicast message has
value 4194303 and the destination dev
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requires this value to be set correctly for
operation requested. How a devi
determines whetlr or not it requires th
Destination Device Instance to be
correctly in any particular request is a lo
matter.

encryptionRequired No If the encrypted flag is set to O and t
server's policy requires encryption.

24.3.2 Security-Payload
The Service Dat for a SecurifPayload message has the following form:

Table 244. SecurityPayload Service Data

Message Field Size Description
Payload Length 2 octets The number of octets of payload
Payload Variable | The secured NSDU

The Seurity-Payload message is used to transfer-security related BACnet messages between
communicating parties. As with all secure BACnet messages, the message is signed and may be
optionally encrypted.

If the recipient of this message cannot process thgsage for one of the reasons listed below, and if

the message was unicast, a negative Security Response may be returned to the sender with a Response
Code as shown in the following table. Positive SectRiégponse messages are not generated in
responsed a SecurityPayload message.

The data_expecting_reply bit in the NPCI is set based on the message in the Payload parameter. If the
data_expecting_reply bit in the NPCI is not set, devices are not required to send $xezpiinses

when reportable errorsccur, even if the error condition is not ignorable. If the data_expecting_reply

bit is set, then a Securifgesponse shall be sent if a Fignorable error condition occurs.

The possible error codes returned in response to a SePagtgad message alisted in Table 245

bel ow. The 6l gnorabledé column indicates whether the
not report the error condition to the requestor. For more information on selecting an error code to

retum, seeClause24.16.2

Table 245. SecurityPayload Error Codes

Error Code Ignorable Description
securityNotConfigured Yes If the recipient is not configured for securi
on this port.
encryptionNotCafigured Yes If the Encrypted field is set to 1 and t

receiving device is not configured to acc
encrypted messages.

unknownKey Yes If the Key Identifier field indicates
security key that the receiving device d(
not know.

duplicateMessage Yes A message with the provided Message

has already been received from the sol
device within the security time window.

unknownKeyRevision Yes If the Key Revision field indicates
revision that the receiving device does
know.
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malformedMessage Yes If the message size is invalid, or secu
parameters are missing or malformed.

badSignature Yes If the signature is not correct. This err
may also be indicated if a decryption er
occurs.

badDestinationAddress Yes If the destination address informatiois
missing or invalid.

badDestinationDeviceld Yes If the Destination Device Instance is n

4194303 and does not match the lo
device instance.

badSourceAddress No If the source address informatig
(SNET/SLEN/SADR) is invalid.
badTimestamp No The Timestamp in the security header of {

message is not within the allowah
timestamp window of the receiver.
destinationDeviceldRequired| No If the Destination Device Instance in t
security header of a unicast message haj
value 4194303 and the destioa device
requires this value to be set correctly for
operation requested. How a devi
determines whether or not it requires 1
Destination Device Instance to be
correctly in any particular request is a lo

matter.
encryptionRequired No If the Encrypted field is set to 0 and t
server's policy requires encryption.
sourceSecurityRequired No If the secureeby-router flag is 1 and enrtb-

end security is required, or the Dot
decrypt flag is 0 and entb-end encryption
is required for the ogration requested.
incorrectKey No The key provided to secure the mess
does not indicate sufficient authority
perform the requested operation.

unknownAuthenticationType | No If the user authentication method in t
message is unknown to the device.
accessDenied No The network layer or BVLL request wd

denied due to insufficient authorization. S
Clause24.14.1for more details.

24.3.3 Security-Response
The Service Data for a SecuriBesponse message has the following form:

Table 24-6. SecurityResponse Service Data

Message Field Size Description

Response Code loctet | The type of response (positi
acknowledgement or error code).

Original Message Id 4 octets | The Message Id of the message that cal
the response.

Original Timestamp 4 octets | The Timestamp of the message that cay
the response.

Response Specific Paramete| Variable | The contents of this field are dependent
the value of the Response Code field.

19



Fourth Public Review Draft of BSR/ASHRAE Addendum g to ANSI/ASHRAE Standard 135-2008, BACnet 8 A Data
Communication Protocol for Building Automation and Control Networks

This message is sent as a positienowledgement of another security message, or when a security
error occurs and the reporting of that error is allowed by the security policy. A SeRasppnse
message is not sent in response to a broadcast message, except by a Key Server in gesponse t
broadcast Requestey-Update is valid in all aspects, except for the timestamp. Certain errors may be
suppressed if hiding from port scanners is desired.

The reaction of the recipient to this message is a local matter. Usually S&esjtpnse mesgas
that represent errors will be ignored, logged, or delivered to a human operator.

No errors shall be returned in response to a SeelBagponse message.

The SecurityResponse messages are sent in response to a security message and indicateaa success
failure to process the message. All security responses shall be sent with the same level of security
(signed or encrypted), with the same Key Identifier that the original message had except as described
in Table 247. The SouceDevicelnstance shall equal to the DestinationDevicelnstance ofitfieal

request, except if the DestinationDevicelnstance was 4194303.

Table 24-7. SecurityResponse Security Level Exceptions

Response Code Security Applied
searityNotConfigured The SecurityResponse shall indicate tf
GeneralNetwork-Access key in  thgq
headerés Key I dent

an all 0 signature, and shall not
encrypted. Clients receiving this error sh
optionally report this error to managemen
entity, and then silently drop it.
encryptionNotConfigured The SecurityResponse shall be secur|
with the GeneraNetwork-Access key, ang
shall not be encrypted.
unknownKeyRevision The SecurityResponse shall be secur
with the GeneraNetwak-Access key, ang
shall not be encrypted. If the local poli
requires encryption, then no secur
response shall be generated.
unknownKey The SecurityResponse shall be secur
with the GeneraNetworkAccess key.

SecurityResponse messages shall In® sent in response to SecuiRgsponse messages.

Broadcasts of this Message Type shall be ignored.

Messages of this type shall be sent with the data_expecting_reply bit set to 0 in the NPCI.

The following list defines the allowable security respoosdes and indicates which ones are general

security error codes and which ones are authorization error codes. For further information on the
differentiation of error codes, see Cla@2gel16.2

Table 24-8. Security Response Codes

Value Response Code Type
X6 0006 | success
X'01' accessDenied Authorization
X'02' badDestinationAddress General
X 6 0 3 6 | badDestinationDeviceld General
X'04' badSignature General
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X'05' badSourceAddress General
X'06' badlimestamp General
X'07' cannotUseKey General
X'08' cannotVerifyMessageld General
X'09' correctKeyRevision General
X'0A' destinationDeviceldRequired | Authorization
X'0B' duplicateMessage General
x'oC' encryptionNotConfigured General
X'0D' encryptionRequired Authorization
X'OE' incorrectkey Authorization
X6 0 F 6 | invalidkeyData General
X6 1006 | keyUpdatelnProgress General
X6 1106 | malformedMessage General
X6 1206 | notkeyServer General
X'13 sourceSecurityRequired Authorization
X'14 securityNoConfigured General
X615 06 | tooManyKeys General
X'16' unknownAuthenticationType | Authorization
X'17 unknownKey General
X'18' unknownKeyRevision General
X'19' unknownSourceMessage General

Descriptions of Response Specific Parameters follow. Respgoodes for which no Response Specific
Parameters are defined have no Response Specific Parameters and shall be transmitted without a
Response Specific Parameters field.

24.3.3.1 badTimestamp
The Response Specific Parameters for a badTimestamp error are:

Table 24-9. badTimestamp ResponSpecific Parameters

Message Field Size Description

Expected Timestamp 4 octets The current time of the device th
generated the Securiesponsenessage.

Devices that generate a badTimestamp error skalhe Timestamp field in the security header to the
value provided in the original message to ensure that it will be accepted by the destination device. This
is the only case where the Timestamp field in the security header does not represent thénceriren

the generating device.

24.3.3.2 cannotUseKey
The Response Specific Parameters for a cannotUseKey error are:

Table 24-10. cannotUseKeResponsespecific Parameters

Message Field Size Description

Key 2 octets The key identifier othe key that the devic
is incapable of using. If there are more th
one keys provided in the original requg
that the device cannot use, the first k
encountered that the device cannot use ¢
be indicated.

24.3.3.3 incorrectKey
The Response Specific Parasrstfor an incorrectKey error are:
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Table 2411. incorrectKey ResponsBpecific Parameters

Message Field Size Description
Number Of Keys 1 octet The number of Key Identifiers that follow
List Of Known Keys n*2 octets | A list of n Key Identifiers that are known {
the device.

The List Of Known Keys is populated with each of the Key Identifiers that the device knows. A device
may optionally leave out of the List Of Known_Keys any keys that the device knows will not grant
sufficientaccess if the failed action is retried.

24.3.3.4 unknownAuthenticationType
The Response Specific Parameters foumknownAuthenticationTyperror are:

Table 2412, unknownAuthenticationTypResponse&pecific Parameters

Message Field Size Description
Original Authentication| 1 octet The Authentication Mechanism from tk
Mechanism original request.
Vendor Id 2 octets If the value of the Original Authenticatio

Mechanism is 200 through 255, then t
shall be set to the Vendor Id providedtw
the Authentication Mechanism in th
original message, otherwise this field sh
be 0.

24.3.3.5 unknownKey
The Response Specific Parameters for a unknownKey error are;

Table 2413. unknownKeyResponsepecific Parameters

Message Field Size Description
Original Key 2 octets The Key Identifier of the unknown key.

24.3.3.6 unknownKeyRevision
The Response Specific Parameters for an unknownKeyRevision error are:

Table 24-14. unknownKeyRevisiofResponsespecific Parameters

Message Field Size Description

Original Key Revision 1 octet The Key revision that is unknown
otherwise invalid.

24.3.3.7 tooManyKeys
The Response Specific Parameters for a tooManyKeys error are:

Table 2415. tooManyKeysResponsespecifc Parameters

Message Field Size Description

Maximum Number Of Keys| 1 octets The maximum number of keys that th
device is capable of be configured with.

24.3.3.8 invalidkeyData
The Response Specific Parameters for a invalidKeyData error are:
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Table 2416. invalidKkeyDataResponse&specific Parameters

Message Field Size Description
Key 2 octets The Key ldentifier of the key that contai
invalid key data.

24.3.4 RequestKey-Update
The Service Data for a Requé&ty-Update message has the follogiform:

Table 2417. RequesKey-Update Service Data

Message Field Size Description
Set 1 Key Revision 1 octet The Key Revision of the device's first k
set.
Set 1 Activation Time 4 octets The UTC time at which this key s

becaones valid, before which the devi
shall not accept or generate messages
keys from the set.

Set 1 Expiration Time 4 octets The UTC time at which this key set expir
after which the device shall no long
accept or generate messages with keys f

the set.

Set 2 Key Revision 1 octet The Key Revision of the device's secq
key set.

Set 2 Activation Time 4 octets The UTC time at which the this key s

becomes valid before which the device sk
not accept or generate messages with |
from the set.
Set 2 Expiration Time 4 octets The UTC time at which this key set expir
after which the device shall no long
accept or generate messages with keys f
the set.

Distribution Key Revision | 1 octet The revision for the Distribution key.

This security rssage is used by secure devices that either do not have a valid key set, or want to
ensure that both of the device's key sets are still the most current.

If a secure device does not have a valid Distribution key, it shall secure this message witicés Dev
Master key thus indicating to the Key Server that a Distribution key is required. If a key set has not
been received, the revision number field shall be 0. In such cases the time fields are meaningless and
are ignored by the Key Server.

Upon receipt ba valid RequeskKey-Update message secured with the device's Dévaster key, a
Key Server device shall respond to the device with an UgdisteibutionKey message and then send
an UpdateKey-Set message to the device.

Upon receipt of a valid Requekey-Update message secured with the device's Distribution key, a
Key Server shall respond to the device with a Secitéggponse message with a Response Code of
correctKeyRevision if the key revision data provided are the same as the Key Server fthesirfror

the device and the Key Server does not have an outstanding set of keys to send to the device.
Otherwise the Key Server shall respond to the device with an Ug@gtSet message.

Key Servers shall not restrict execution of this service baseceohutentication Mechanism.

A device shall wait its Security PDU_Timeout as specified in its Network Security object before
cancelling a request due to a lack of response.
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A device that receives no response, or receives an error of unknownKeyRevisespamse to a

RequesKey-Update secured with a Distribution key, should retry the request secured with the device's
DeviceMaster key. This allows the device to obtain a new Distribution key and key set in those cases
where the device and the Key Servavé become out of sync.

Broadcasts of this Message Type shall be allowed-kégnServer devices shall ignore broadcasts of
this message.

Unicast messages of this type shall have the data_expecting_reply bit set to 1 in the NPCI.

The possible error codereturned in response to a Requesy-Update are listed imable 2418

bel

ow. The

6l gnorabl ed

column indicates

whet her

not report the error condition to the requestor. Fararninformation on selecting an error code to
return, see Clause 24.16.2. When executing this service, incorrectkey shall be considered a general
security error and not an authorization error.

Table 2418. RequesKey-Update ErroiCodes

Error Code Ignorable Description

securityNotConfigured Yes If the recipient is not configured fag
security on this port

encryptionNotConfigured Yes If the Encrypted field is set to 1 and t
server is not configured to accept encryp
messages.

incorrectKey Yes If the request is not secured with
Distribution key or DeviceMaster key.

duplicateMessage Yes A message with the provided Message
has already been received from the sol
device within the security time window.

unknownKeyRevision Yes If the Key Revision field indicates
revision that the receiving device does
know.

malformedMessage Yes If the message size is invalid, or secul
parameters are missing or malformed.

badSignature Yes If the signature is not correct. This ar
may also be indicated if a decryption er
occurs.

badDestinationAddress Yes If the destination address information
missing or invalid.

badDestinationDeviceld Yes If the Destination Device Instance is N
4194303 and does not match the lo
deviceinstance.

badSourceAddress No If the source address informatic
(SNET/SLEN/SADR) is invalid.

badTimestamp No The Timestamp in the security header
the message is not within the allowal
timestamp window of the receiver.

destinationDeviceldRequired| No If the Destination Device Instance in t

security header of a unicast message
the value 4194303 and the destinat
device requires this value to be

correctly for the operation requested. H
a device determines whether or not

requires the Bstination Device Instance
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be set correctly in any particular reques
a local matter.

encryptionRequired No If the Encrypted field is set to 0 and t
server's policy requires encryption.
notKeyServer No If the message was unicast and

receivingdevice is not configured as a K¢
Server for the requesting device.
correctKeyRevision No The deviceds curre
updates for the device are pending.

24.3.5 Update-Key-Set
The Service Data for an Updakey-Set message has the followingrfor

Table 2419. UpdateKey-Set Service Data

Message Field Size Description
Control Flags 1 octet Control flags for the Update Key Set messagg
Set 1 Key Revision 1 octet The Key Revision of the device's first key set.

Set 1 Actvation Time 4 octets | The UTC time, in seconds since 1970, at wh
the device is allowed to start using the first |
set. A value of 0 shall indicate that the key se¢
valid immediately.

Set 1 Expiration Time 4 octets | The UTC time, in seconds since7I®) at which
this key set expires after which the device s
no longer accept or generate message with

from the set. An indefinite expiration time

encoded as XO0FFFFFFFH

Set 1 Key Count 1 octet The number of keys in the first key set.

Set 1 Keg Variable | The first key set, consisting of a concateng
sequence of key entries.

Set 2 Key Revision 1 octet The Key Revision of the device's second key s

Set 2 Activation Time 4 octets | The UTC time, in seconds since 1970, at wh

the device is &wed to start using the second k|
set. A value of 0 shall indicate that the key se
valid immediately.
Set 2 Expiration Time 4 octets | The UTC time, in seconds since 1970, at wh
this key set expires after which the device s
no longer accept ogenerate message with ke
from the set. An indefinite expiration time
encoded as XO0FFFFFFFF
Set 2 Key Count 1 octet The number of keys in the second key set.

Set 2 Keys Variable | The second key set, consisting of a concaten
sequence of key entge

This security message is used to provide keys to secure devices. This message shall always be signed
and encrypted with the destination device's Distribution key.

The message can be used to provide a new key set, to modify an existing key setyalidite an
existing key set.

The Control Flags parameter is 1 octet containing a number of control flags as follows:

Bit 7: 1 indicates that Set 1 Key Revision, Set 1 Activation Time and Set 1 Expiration Time
parameters are present.
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0 indicates tht those parameters are not present.

Bit 6: 1 indicates that Set 1 Key Count and Set 1 Keys parameters are present.
0 indicates that those parameters are not present.

Bit5: 1 indicates that Key Set 1 should be cleared before any updates are applied.
0 indicates that Key Set 1 should not be cleared before updates are applied.

Bit4: 1 indicates that Set 2 Key Revision, Set 2 Activation Time and Set 2 Expiration Time
parameters are present.
0 indicates that those parameters are not present.

Bit 3: 1indicates that Set 2 Key Count and Set 2 Keys parameters are present.
0 indicates that those parameters are not present.

Bit 2: 1 indicates that Key Set 2 should be cleared before any updates are applied.
0 indicates that Key Set 2 should not be cledefdre updates are applied.

Bit1: 1 indicates more messages are expected in this sequence of update messages.
0 indicates that this is the final message in this sequence of update messages.

Bit 0: 1 indicates that the keys provided in the messagétshatmoved from the key sets.
0 indicates that the keys provided in the message shall be added to the key sets (or update the
keys if they already exist in the key set).

Upon receipt of a valid Updat€ey-Set message signed and encrypted with thecdsvDistribution
key, the device shall apply the changes to its key set(s).

If key revision, activation time and expiration time are included in the message, they shall replace the
key revision, activation time and expiration time values for the apiatepgtey set.

If keys are provided in the Updakey-Set message, and Bit O indicates that keys shall be added or
updated, the keys provided in the message shall be added to the appropriate key set if they do not
already exist in the key set. If a keytlwithe same Key Identifier already exists in the key set, then the
value for the key shall be replaced with the new key value.

If keys are provided in the Updakey-Set message, and Bit O indicates that keys shall be removed,
any key with the matching Keldentifiers in the appropriate key set shall be removed. If a specified
Key Identifier does not exist in the key set, the request shall succeed as if it had existed.

When Bit 0 is set, the Key Size for each key provided may be O.

A device may optiond} apply all changes to shadow key sets and only update the actual key sets
when an Updat&ey-Set message is received that has Bit 1 of the Control Flags parameter set to 0. As
such, it is a local matter as to whether or not the modifications to theetsetake effect immediately,

or when the final Updatey-Set message is received.

When replacing key sets, a sequence of 1 or more U@at&Set messages is sent to the device. The

first message in the sequence shall have bit 5 and/or bit 2 set wats® the existing key sets to be
cleared. The final message in the sequence shall have bit 1 set to 0, and all other messages in the
sequence shall have bit 1 set to 1. If the key set replacement can be described in a single message, then
that message ahll have bit 5 and/or bit 2 set to 1, and bit 1 set to 0.

This message can also be used to add, update or remove one or more keys from one or both of the key

sets without replacing the complete key sets. In such cases, the initial message shall bibbheve
bit 2 of the Control Flags parameter set to 1.
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When issuing multiple Updati€éey-Set messages to a single device, the requesting device shall wait

until a SecurityResponse message is received before issuing another Wmaget message to the

device. As these messages can take longer than normal to process, the requesting device shall wait at

|l east Update_Key_ Set _ Timeout + APDU_Timeout as set
and Device objects for a SecuriBesponse from the device

In general, when replacing key sets, one of the messages in the sequence shall include the key
revisions, activation and expiration times; the same message need not provide these values for both key
sets. The key revisions, activation and expirationetintan also be updated in a device without
modifying the key sets.

UpdateKey-Set messages shall be executed in order, and the keys shall be applied in the order found
in the UpdateKey-Set message. If there are duplicate revisions, expiration datesy akies, then
the last value shall take precedence.

I f a key cannot be added to the devicebds key set,
usable by the device, the keys preceding the problem key in the message shall be addedythed
keys shall not be added.

Upon executing the first of a sequence of Updé&tg-Set messages, a device shall record the address
of the Key Server in the Last_Key_Server field of the Network Security object. The device shall only
accept subsequeblpdateKey-Set messages in the sequence from the same Key Server. Well formed
UpdateKey-Set messages from other Key Servers shall result in a keyUpdatelnProgress.

If a device is waiting for more Updatéey-Set messages and none are received in 5 *
(Updae_Key_ Set Timeout + APDU_Timeouthe device shall consider the sequence of UpKate

Set messages complete. It is a local matter as to whether the device updates its key sets based on the
partial sequence it received, or whether it drops all changesn\WIHKey Server is unable to complete

the sequence of updates, it shall retry the complete sequence of updates at a later time.

Devices shall not restrict execution of this service based on the authentication mechanism; knowledge
of the device's Distribidgn key shall always be sufficient authorization.

Each key entry in the message shall be of the form:
Table 2420. Key Entry Description

Message Field Size Description
Key Identifier 2 octets The Key Identifier for the key pairs
Key Size 1 octet The size of the key, in octets.
Key Variable | The key value, consisting of the signatl
key followed by the encryption key.

The correct key sizes by algorithm are:
Table 2421. Key Sizes by Algorithm

Hash algoithm Encryption algorithm | Key field size
(key size bytes) (key size bytes)
MD5 (16) AES (16) 32 octets
SHA-256 (32) AES (16) 48 octets

Broadcasts of this Message Type shall be ignored.

Messages of this type shall have the data_expecting_reply bt 5@t the NPCI.
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The possible error codes returned in response to an Updatéey-Set are listed in

Table 2422b e | o w. The

code to return, see Clau24.16.2

6l gnorabl eb
request and not report tleeror condition to the requestor. For more information on selecting an error

column i ndi

Table 24-22. UpdateKey-Set Error Codes

Error Code

Ignorable

Description

securityNotCafigured

Yes

If the recipient is not configured fc
security on this port.

incorrectkey

Yes

If the request is not secured with
Distribution key.

duplicateMessage

Yes

A message with the provided Messg
Id has already been received from {
source devie within the security time
window.

unknownKeyRevision

Yes

If the Key Revision field indicates
revision that the receiving device do
not know.

malformedMessage

Yes

If the message size is invalid, or secur
parameters are missing or malformed.

badSgnature

Yes

If the signature is not correct. This er
may also be indicated if a decrypti
error occurs.

badDestinationAddress

Yes

If the destination address information
missing or invalid.

badDestinationDeviceld

Yes

If the Destination Device Inahce is not
4194303 and does not match the lo|
device instance.

badSourceAddress

No

If the source address informatic
(SNET/SLEN/SADR) is invalid.

badTimestamp

No

The Timestamp in the security header
the message is not within the allowal
timestampwindow of the receiver.

destinationDeviceldRequired

No

If the Destination Device Instance in t
security header of a unicast message
the value 4194303 and the destinat
device requires this value to be ¢
correctly for the operation requeste
How a device determines whether or 1
it requires the Destination Devig
Instance to be set correctly in a
particular request is a local matter.

encryptionRequired

No

If the Encrypted field is set to 0.

sourceSecurityRequired

No

If the secureeby-route flag is 1, or the
Do-not-decrypt flag is 0.

keyUpdatelnProgress

No

If an UpdateKey-Set message |
received from a different Key Serv
while waiting for more Updat&ey-Set
messages.

cannotUseKey

No

If the encryption or signature algorith
of any keyprovided in the key sets
based on an algorithm that the dev|
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does not support.

tooManyKeys No If the device cannot be configured wi
the number of keys provided for the k
set.

invalidkeyData No If the key data provided for one of tf

keys does ot match size required for th
specified algorithms.

24.3.6 Update-Distribution -Key

The Service Data for a UpdaiastributionKey message has the following form:

Table 2423, UpdateDistr

ibution-Key Service Data

Message Field Size Desciption
Key Revision 1 octet The Key Revision of the device
Distribution key.
Key Variable | The new Distribution key.

This security message is used by the Key Server to provide Distribution keys to secure devices. This
message shall always be signed @&ncrypted with the destination device's Dewtaster key. The
Key Revision field of the security header shall be ignored by the destination device (no revision is

associated with the Deviddaster Key).

This message is sent either to initially configwa Distribution key into a new device, to update a
Distribution key in an existing device, or to provide a Distribution key at the request of a device.

Upon receiving a valid UpdateistributionKey message signed and encrypted with the device's
DeviceMaster key, a device shall replace its Distribution key and respond with a Sétesjppnse
message containing a Response Code of Success.

Devices shall not restrict execution of this service based on the authentication mechanism; knowledge

of the devic&s DeviceMaster key shall always be

sufficient authorization.

The Key field in the message shall be of the form specifiethlrle 2420. The correct key sizes by

algorithm are as given ifable 2421.

As these messages can take longer than normal to process, the requesting device shall wait at least

Update_ _Key Set Ti meout
Device objects for a Securifgesponse from the d

+ APDU_Ti meout as

evice.

Broadcasts of this Message Type shall be ignored.

Messages of this type shall have the data_expecting_reply bit set to 1 in the NPCI.

set i n

The possible error codes returned in response to an UpdktéutionKey are listed inTable 2424
bel ow. The 6l gnorabled column indicates
not report the error condition to the requestor. For more information on selecting an error code to

return, see Claus.16.2

Table 24-24. UpdateDistribution-Key Error Codes

Error Code Ignorable Description
securityNotConfigured Yes If the recipient is not configured fc
security on this port.
incorrectkey Yes If the request is not secured with
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DeviceMaster key.

duplicateMessage Yes A message with the provided Messg
Id has already been received from {
source device within the security tin|

window.
malformedMessage Yes If the message size is invalid, or secur
parameters are missing imalformed.
badSignature Yes If the signature is not correct. This err

may also be indicated if a decrypti
error occurs.

badDestinationAddress Yes If the destination address information
missing or invalid.
badDestinationDeviceld Yes If the Desthation Device Instance is n

4194303 and does not match the lo|
device instance.

badSourceAddress No If the source address informatig
(SNET/SLEN/SADR) is invalid.
badTimestamp No The Timestamp in the security header

the message is not within thédoavable
timestamp window of the receiver.

destinationDeviceldRequired | No If the Destination Device Instance in t
security header of a unicast message
the value 4194303 and the destinat
device requires this value to be ¢
correctly for the opetan requested
How a device determines whether or |
it requires the  Destination Devig
Instance to be set correctly in a
particular request is a local matter.

encryptionRequired No If the Encrypted field is set to 0.

sourceSecurityRequired No If the securedy-router flag is 1, or the
Do-not-decrypt flag is 0.

cannotUseKey No If the encryption or signature algorith

of the distribution key provided is bas
on an algorithm that the device does
support.

24.3.7 RequestMaster-Key
The Service Data fax RequesMasterKey message has the following form:

Table 2425. RequesiMasterKey Service Data

Message Field Size Description
Number of Supported Ke] 1 octet The number of encryption/signatu
Algorithms algorithm pairs thatdllow.
Encryption and Signatur{ Variable | Lists the encryption algorithms that devi
Algorithms supports. Each algorithm is encoded ir
octet as pefable 2430

This security message is generated by a secwieed® request a Deviddaster key from a Key
Server. It is expected that this message is only used when initially configuring a secure device to work
with the Key Server and that the issuance of the request is the result of a physical interactian with th
device. If a secure device times out waiting for al8asterKey message, the length of the timeout
shall be sufficient to allow for human interaction with the Key Server in order to allow the Key Server
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to respond to the request. This message is ysgilalbally broadcast, but it may be unicast, or sent as a
directed broadcast in order to get the message through legacy routers.

As the secure device cannot produce a signature, the message shall not include a valid signature (the
signature shall be alleros) nor be encrypted. The Key Identifier field shall be set to 0. This service
might not work if either the Key Server or the destination device is connected to a network that
requires encryption. Secure routers shall, by default, not drop these nsessgagdless of the network
security policies although secure routers are allowed to be configured to drop these packets.

This service is inherently insecure and as such its use must be protected through safety precautions
taken both by the implementerssecure BACnet devices and site setup personnel. The expectation is
that site policy will dictate whether this service is to be used on a physically secure network, such as
would be accomplished by attaching a BACnet device directly to the Key Seneipoid dedicated

for this purpose, or whether this service is allowed to be used on insecure networks during site setup.

A Key Server that receives this message, and is in a mode that allows it to respond to-Resj@zst

Key messages, or is instructed tespond by a user, shall record the algorithms that the device
supports, and then generate a-HasterKey message in response. If the device does not support any
signature or encryption algorithms allowed for use on the site, the Key Server shall trepor
deficiency to the user. The expectation is that a Key Server will only be in a mode that allows a
response to this message if the Key Server has been specifically placed into such a mode. The method
for placing a Key Server into a mode that will sagpexecution of the SéilasterKey service is a

local matter. Key Servers are required to support such a mode.

Secure BACnet devices that are not configured as Key Servers, and Key Servers that are not in a mode
that allows a response shall silently dtbjs message.

Messages of this type shall have the data_expecting_reply bit set to 0 in the NPCI.

24.3.8 SetMaster-Key
The Service Data for a ShtasterKey message has the following form:

Table 2426. SetMasterKey Service Data

Messae Field Size Description
Key variable The DeviceMaster key.

This security message is sent by a Key Server in response to a Rdgetstkey message. This
message shall not be encrypted by the source device. The message shall be signed withethe Devic
Master key thus allowing values for all of security header fields.

Secure BACnet devices shall ignore messages of this type unless they are specifically placed into a
mode in which they will accept these messages. It is recommended that secure BAiCastrdstore
themselves to factory defaults, excluding network communication parameters, when this service is
executedn orderto protect against theft of confidential information.

When a device receives this message, and this device has requestedaitidg for, a Devicdviaster

key, the device shall accept the key from the message, and respond with a BRagpigse with an

error code of Success. In the case of failure, the device shall silently drop the request as it cannot
secure a negative rempse and thus the response would not be able to be transmitted through the
secure network to the Key Server.

See the RequedlasterKey description in Clause 24.3.7 for more details on the use of this service.

The Key field in the message shall be of them specified inTable 2420. The correct key sizes by
algorithm are as given ifiable 2421.
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Broadcasts of this Message Type shall be ignored.

Messages of this type shall have the data_expecting bégset to 1 in the NPCI.

32



Fourth Public Review Draft of BSR/ASHRAE Addendum g to ANSI/ASHRAE Standard 135-2008, BACnet 8 A Data
Communication Protocol for Building Automation and Control Networks

24.4 Securing an APDU

When an APDU is to be sent securely, the APDU portion of the message is placed into the Payload
parameter of a Securifyayload message.

Security is applied at the network layer by creating a new NPDU mesgageTherefore, when a
BACnet APDU is encapsulated with security information, it is transported as a network layer message
so the control bit in the NPCI is changed to indicate that the message now contains a network layer
message rather than an APDU. Tezurity header will indicate that the encapsulated message is an
APDU so that this information is not lost. Upon unwrapping this message, this control bit will change
back so that the resulting NPDU will once again indicate that it contains an APDU.

An example of a secured APDU follows.

Version = X'01' 1 octet 1
Control = X'AC' 1 octet
DNET =10 2 octets NPCl
DLEN =1 1 octet
DADR = X'55' 1 octets
SNET =20 2 octets
SLEN =6 1 octet
SADR = X'112233445566' 6 octets
Hop Count = 250 1 octet
Message Type = X'0B' 1 octet .
The signature is
Control = X'10' 1 octet calculat_ed on
Key Revision = X'12' 1 octet 1 Security these fields.
Key Identifier = X'0104' 2 octets Header
Source Instance = X'000001" 3 octets
Message Id = X'11223344' 4 octets
Timestamp = X'20343697" 4 octets
Destination Instance = X'000002" 3 octets
DNET =20 2 octets
DLEN =6 1 octet
DADR = X'55' 1 octet
SNET =20 2 octets
SLEN =6 1 octet
SADR = X'112233445566' 6 octets
Authorization Mechanism = 0 1 octets
User Id = X'0003' 2 octets
User Role = X'10' 1 octets )
Payload Length = 11 2 octets
Security|
Pdu-Type = X'0' 4 bits Sgravti;‘.e
Segmented Message = 0 1 bit
More Follows = 0 1 bit APCl
Segmented Resp Accepted = 0 1 bit
Reserved = 0 2 bits
Max Segments Accpeted = 2 3 bits
Max APDU Accepted = 5 4 bits
Invoke ID = X'01' 1 octet
Service Choice = 12 1 octet
Object Identifer = X'0C00800001" 5 octets
Property Identifier = X'1955' 2 octets Ag i,
‘ Signature ‘ 16 octets 3 Signature

Figure 24-1. An example secured APDU (Re&doperty).
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24.5 Securing an NPDU

To secure an NPDU, the NSDU (NPDU payload starting with the MeSsgueefield) shall be plaed
into the Payload field of a SecuriBayload message.

Version = X'01' 1 octet
Control = X'80' 1 octet NPCI
Message Type = X'0B' 1 octet
The signature is
Control = X'8C’ 1 octet 1 calculated on these
Key Revision = x'12"' 1 octet Security fields.
Key Identifier = x'0104' 2 octets Header
Source Instance = X'000001" 3 octets
Message Id = X'4361726C' 4 octets
Timestamp = X'20343697" 4 octets
Destination Instance = X'3FFFFF' 3 octets
DNET = 10 2 octet
DLEN =0 1 octet
SNET =10 2 octets
SLEN =6 1 octet
SADR = X'112233445566' 6 octets .
Payload Length = 3 2 octets
Security
Message-Type = X'00' 1 octet Sgravli;e
DNET = X'0100' 2 octets } NSbU .
‘ Signature ‘ 16 octets 3 Signature

Figure 24-2. An example secured NPDU (Whis-RouterTo-Network).

24.6 Securing a BVLL

BVLLs are divided into 2 groups: those that contain an NP8U¢h as OriginaUnicastNPDU or
Distribute BroadcasiTo-Network, and those that do not, such as RegisteeigrnDevice or BVLL-
Result.

To secure a BVLL message that does not contain an NPDU, the original BVLL shall be placed in the
Service Data field foa Security Wrapper, and that Security Wrapper shall be used as the service data
foraSecurVLL (BVLC Function X60C0d6) ;3. message, as shown

The ability to generate and consume Security Wrappers requires that the sender and receiwedof sec
BVLL messages are full BACnet devices with all the requirements thereof.
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The SecurdBVLL message consists of the following fields:

Table 24-27. SecureBVLL Message Fields

Field Size Description
BVLC Type 1-octet BVLL for BACnet/IP (value = X'81")
BVLC Function 1-octet SecureBVLL (value = X'0C")
BVLC Length 2-octets Length L, in octets, of the SecuBd/LL

message and its contents up to and including
Signature. It includes the padding if the Seel
BVLL is encrypted.

Security Wrapper | variable | As described in the Security Wrapper clause.

BVLC Type = X'81' 1 octet
BVLC Function = X'0C' 1 octet BVLL 1
BVLC Length = 66 2 octets
The signature is
calculated on these
Control = X'10' 1 octet fields.
Key Revision = X'12' 1 octet 1 Security
Key Identifier = X'0104' 2 octets Header
Source Instance = X'000001 3 octets
Message Id = X'44617665' 4 octets
Timestamp = X'43254682" 4 octets
Destination Instance = X'000002' 3 octets
DNET =10 2 octet
DLEN =6 1 octet
DADR = X'112233445566' 6 octets
SNET =10 2 octet
SLEN =6 1 octet
SADR = X'010203040506' 6 octets
Authorization Mechanism = 0 1 octet
User Id = X'0003' 2 octets
User Role = X'10' 1 octet )
Payload Length = 4 2 octets
Security|
BVLC Type = X'81' 1 octet Sgra\\/ti;:e
BVLC Function = X'06' 1 octet BVLL
BVLC Length = 4 2 octets )
‘ Signature ‘ 16 octets 3 Signature

Figure 24-3. An example secured BVLL (RedebreignDeviceTable).

BVLL messages that contain an NPDU are transmitted withmmdification as specified in Annex J.
However, there is no loss of security capability because those NPDUs may be secure NPDUSs,
containing their own Security Wrappers, based on the security policies of the network and sending
device. If plain (norsecured)NPDUs are not desired in BVLL messages, then the network security
policy of the BACnet/IP network should not be plain.
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BBMDs do not perform wrapping/unwrapping functions on forwarded NPDUs the way routers do. The
Network Security Policy that guides sucperations in routers applies to an entire BACnet network,
and BBMDs only serve to facilitate broadcasts between distant parts of a single network, which is
governed by a single network security policy.

The possible error codes returned in response tecar8BVLL message are the same as for the
SecurityPayload message and are listed able 245. The 6l gnorabledé column ind
device is allowed to silently fail the request and not report the error conditiom teedestor. For

more information on selecting an error code to retserClause24.16.2

An example of a BVLL message containing a secure NPDU is shokigune 244.

BVLC Type = X'81' 1 octet
BVLC Function = X'04' 1 octet BVLL
BVLC Length =91 2 octets
Orig Device = X'112233445566' 6 octets
Version = X'01' 1 octet
Control = X'8C' 1 octet NPCI
DNET = 65535 2 octets
DLEN =0 1 octet
SNET =20 2 octets
SLEN =6 1 octet
SADR = X'112233445566' 6 octets
Hop Count = 250 1 octet
Message Type = X'0B' 1 octet I
The signature is
Control = X80’ 1 octet 1 calculated on these
Key Revision = x'12' 1 octet Security fields.
Key ldentifier = x'0104' 2 octets Header
Source Instance = X'000001 3 octets
Message Id = X'4E535747" 4 octets
Timestamp = X'5726890" 4 octets
Destination Instance = X'3FFFFF 3 octets
DNET = 65535 2 octet
DLEN =0 1 octet
SNET =20 2 octet
SLEN =6 1 octet
SADR = X'112233445566' 6 octets N,
Payload Length = 3 2 octets
Security
Message Type = X'00 1 octet } Sgr;'{;e
NSDU
DNET = X'0100' 1 octet i,
‘ Signature ‘ 16 octets 3 Signature

Figure 24-4. An example BVLL containing a Secured NPDU (WIseRouterTo-Network).

24.7 Securing Messages

The basic level of security that can be applied to a BACnet message consists of signing each message
with an HMAC, and of markig each message with the source and destination device instances, a
Message Id and a timestamp.

24.7.1 Message Id

The security header contains a monotonically increasing 32 bit Message Id which fulfills three
purposes in securing BACnet messages. It is used tectdthe replay of messages, to associate
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security responses with security requests and, along with the Timestamp field, to provide variability in
otherwise identical messages.

To thwart replay, the Message Id is required to be unique across the stmgrityindow. This allows
devices to track all received Message Id and Timestamp pairs over the security time window in order
to detect replaying of messages.

To allow for a more compact Message Id cache, the Message Id is required to be monotonically
increasing across the security time window.

24.7.2 Timestamp
The timestamp in the security header is used to detect the replay of messages.

The timestamp of a received message is compared to the device's local clock. If the timestamp is not
within the security timevindow, then it is not accepted.

Timestamp along with Message Id provide variability in the message content so that messages that are
repeated frequently do not generate the same signature.

24.7.3 Device ldentification

All secure messages include the Sourceif®elnstance, Destination Device Instance, SNET, SLEN,
SADR, DNET, DLEN, and DADR fields in the security header. The inclusion of these values allows
the security signature to be calculated on the source and destination device identities in order to stop
redirection and identity switching attacks.

Requiring SNET in every secure message imposes the requirement that all secure BACnet devices
know their network numbers.

When the device that applies the security wrapper does not know the device insthecdestination
device, and attempts to determine the value fail, or the protection provided by the device instance is
not required for the operation requested, the value 4194303 shall be used.

When replying to a secure request, the Destination Devicankestcan be set to the Source Device
Instance of the original request except when the sedwreduter flag is true. In this case the Source
Device Instance identifies the router that applied the security, not the device that originated the
message.

24.7.4 Messae Signature
The signature included in all secure messages is computed using HMAC and a secure hash algorithm.

24.7.4.1Secure Hash Algorithms

The first step in generating the signature is to generate a hash of the message using the secure hash
algorithm specifiedy the security key. The hash shall be computed over the message contents starting
with the octet before the security header (the Message Type field from the containing NPCI) and
ending with the last octet of the Service Data field. For SeBMie. messags the hash shall be
computed over the message contents starting with the first octet of the BVLCI (BVLC Type) and
ending with the last octet of the Service Data field.

The signature is always calculated before encryption or after decryption. Befordatbadr the
signature, the encrypted flag of the control octet must be set to 0. Any padding required for encryption
is not included in the input text of the signature.

A hash algorithm is considered "secure" because it is computationally infeasilde teitfind a
message that corresponds to a given message digest, or to find two different messages that produce the
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same message digest. Any change to a message will, with a very high probability, result in a different
message digest and thus verificatfaiture.

The output of the secure hash algorithm will be used as the input to one of thehksheshessage
authentication code (HMAC) algorithms that follows.

24.7.4.1.1 MD5

The MD5 hash algorithm is defined by RFC1321. MD5 is included in the BACnet securitynfoakne

as it is less computationally expensive than SPb8. Sites whose security policies do not require
SHA-256 may get better performance by using MD5. All secure BACnet devices shall support MD5
for use as a secure hash algorithm.

24.7.4.1.2 SHA-256

The SHA256 hak algorithm is defined in NIST FIPS1&0 This algorithm is more computationally
intensive than MD5, but is included in the BACnet security framework for use at sites that require it.
All secure BACnet devices shall support SI2B86 for use as a secure hadorithm.

24.7.4.2HMAC

The HMAC algorithm is defined in section 5 of NIST FIPS198a. The leftmost 16 bytes of the HMAC
output shall be used as the signature in secure BACnet messages.

24.7.5 Encrypted Messages

The BACnet security architecture allows for the encryptiba message's payload. The encryption of
a BACnet message is done using AES. The definition of AES is contained in NIST FIPS 197.

When encrypting a BACnet message, the text to be encrypted starts with the Destination Device
Instance and includes all fieddn the security wrapper up to and including the Padding field.
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Version = X'01' 1 octet
Control = X'8C' 1 octet
NPCI
DNET = 10 2 octets
DLEN =1 1 octet
DADR = X'55' 1 octets
SNET =20 2 octets
SLEN=6 1 octet
SADR = X'112233445566' 6 octets
Hop Count = 250 1 octet
— The
Message Type = X'0B 1 octet ) signature is
calculated
on these
Control = X'40' 1 octet fields.
Key Revision = X'12' 1 octet Security
Key Identifier = X'0104' 2 octets Header
Source Instance = X'000001" 3 octets
Message Id = X'07AB34' 3 octets
Timestamp = X'5726890' 4 octets
Destination Instance = encrypted 4 octets
DNET = encrypted 2 octets
DLEN = encrypted 1 octet
DADR = encrypted 1 octet This
SNET = encrypted 2 octets > portion is
encrypted
SLEN = encrypted 1 octet
SADR = encrypted 6 octets
Payload Length = encrypted 2 octets )
‘ Service Data = encrypted ‘ n octets )
‘ Padding = encrypted ‘ m octets
‘ Signature ‘ 16 octets > Signature

Figure 24-5. An example encrypted message

24.7.5.1Cipher Block Chaining (CBC)

In order to encrypt a complete BACnet message, cipher blockioha{CBC) mode is used. The
standard formula for CBC is:

Ci=E(K, PA Gy for i = 1,6,k

where
Co is the initialization vector,
G is the " block of output,
K is the encryption key,
P, is the I" block of the portion of the message to encrypt.
A is the XOR operation.
E is the encryption function.
k is the number oflbcks that make up the input message.

The initialization vector consists of the fiBtytes of the message signature wtgis the block size.
For AES the block size is 16. B is larger than the size of the signature, then the signature shall be
repeated a sufficient number of times to be larger than or eqial to
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24.8 Network Security Network Trust Levels
There are two trust levels that describe the capabilities and security requirements of a device.

24.8.1 Trusted Networks

A trusted network consists of degithat are trusted either inherently, or because all communications
are secured by the protocol.

When devices are inherently trusted, access to the devices and networks must be controlled. Depending
on the installation policy, this may mean that there ao PCs and there are no direct network
connections outside of locked space, or it may be that all devices are in locked cabinets and all network
cabling is in metal conduit. The exact requirements will be determined on an installation by installation
basis. Nonsecured messages exchanged on these networks are trusted.

24.8.2 Non-trusted Networks

A nontrusted network is one where access to the network is not controlled, and as such no non
secured messages exchanged on the network can be trusteskddoed mesages received from nen

trusted networks must not be trusted. In order to identify such messages when they are routed onto
trusted networks, the nerustedsource flag is set to 1. This allows devices to identify and optionally
ignore or drop messages finmon-trustednetworks.

Secure BACnet routers shall be configurable to routessmuired messages frarantrustednetworks
onto trusted networks. The mechanism for enabling and disabling this feature is a local matter.

24.9 Network Security Policies

There arefour standard network security policy levels. The following definitions are presented in
increasing order of security policy level.

The policy level for a network specifies the minimum level of security required for messages on the
network. It also spefies the default level of security for messages that are forwarded onto a network.
A secure router will change the security on a message when it is forwarded onto a network with a
different security policy if not restricted by the-dotunwrap and deot-decrypt flags.

24.9.1 Plain-Non-Trusted

Plainnontrusted networks have no security requirements, and are not physically secure. Devices on
these networks are allowed to generate and consume messages that are not signed. Secure devices on
plain-nontrusted netwdes should assume that all plain messages are suspect and only execute
requests contained in plain messages that are considered harmless.

The router that connects a plaiontrusted network to a network with a different security policy must

be a secure tder. If the router's security policy allows it to route fsmtured messages from the
plain-nontrusted network onto a secure network, the router shall add the security wrapper and set the
norttrustedsource flag.

24.9.2 Plain-Trusted

Plaintrusted networks haveo security requirements but are physically secure. Devices on these
networks are allowed to generate and consume messages that are not signed or encrypted. Devices on
plaintrusted networks may assume that all plain messages are from sources thabvezd il
communicate on the network.

Devices on plaifirusted networks should treat plain messages in the same manner as secure messages
that use the Generdletwork-Access key.
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24.9.3 SignedTrusted

Signedtrusted networks require that all messages be atdegstd. All devices connected to signed
trusted networks must therefore be secure devices. All plain messages received on-ausigukbd
network shall be silently dropped.

24.9.4 Encrypted-Trusted

Encryptedtrusted networks require that all messages be endypd devices connected to
encrypteetrusted networks must therefore be secure devices and support encryption. All non
encrypted messages received on an encryipsted network shall be silently dropped with the
notable exceptions of SéasterKey, ReqiestMasterKey and certain SecuritiResponse messages.

24.10 Network Security

The BACnet security architecture allows both for secure networks and fao-@mdl security. Secure
networks are created by setting the security policy for the network and comfiguridevices on the
secure network with the security policy of the network. This is accomplished by setting the
Network_Access_Security_Policy property of the Network Security object in all devices on the
network. In addition to the Network Access_SewyuiPolicy, Devices also have a
Base_Device_Security_Policy property that indicates the minimum level of security that the device
requires for nometwork infrastructure requests. This policy dictates the device's minimum level of
security for sending or ceiving messages.

Messages whose minimum security level is controlled by the Network_Access_Security_Policy are:

Who-Is-RouterTo-Network,
I-Am-RouterTo-Network,
I-Could-Be-RouterTo-Network,
RejectMessager o-Network,
RouterBusyTo-Network,
Rouer-Available-To-Network,
EstablishiConnectioaT o-Network,
DisconnectConnectiorT o-Network,
Whatls-Network-Number,
NetworkNumbekrls,
RegisterForeignDevice,

Who-ls,

I-Am

The minimum security level required for all other messages is specified by the
Base_Device_Security_Policy.

Each security enabled router contains a network policy table that defines the security policy for each
directly connected network. Each entry in the network security policy table is a data pair of the form:

<network number,ecurity policy>

Where the Base Device Security Policy differs from an entry in the network security policy table, the
higher of the two values shall dictate the minimum level of security for-imfoastructure
communication to or from that network.

In contrast, endo-end security is determined on a device by device and request by request basis. A
security enabled device may contain a more detailed security policy to guide-emd secure
communications. This policy may require security based on ampawuof factors, such as the service

being requested, the object or property being operated on, the source of the request, etc. Note that
when a device is located on a Amusted plain network, the only way for the device to commuincate

to devices locatedn other trusted plain networks is to use-éménd security.
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The limitations on device security policy are:

No secure devices shall require that requests be plain. If a device receivegcamedl valid
secure request, the device is not allowecketarn an error indicating that the message should
have been sent plain.

No secure device connected to a network protected by a security proxy (see Zdd@e
shall have a device policy that requires broadcast messagesubedse

If a network contains any incapable devices, then the local policy for the network must be
'‘plaintrusted' or 'plaimonttrusted'. If a network contains any devices that do not support
encryption, then the local policy for the network must notherypteetrusted'.

The security policy of a network specifies the minimum security that messages must have if
they are to be accepted from the network. A network that is physically secure might allow
plain messages to be sent between local devicesfioenty reasons, but a router from that
network might be configured to require signed or encrypted messages for communication
beyond the local network.

24.11 End-to-End Security

In order to ensure that devices can determine the security expectations o& pesponse to a request

shall use the same level of security as the request. For requests that result in a broadcast response, such
as the unconfirmed application service Whpthe responding device is allowed to duplicate and send

the response at othsecurity levels as long as the other security levels do not violate the device's base
local security policy or the network security policy over which the message is sent. The choice to send
duplicates at other security levels is a local matter. Note ttaviae that is incapable of consuming a
broadcast request due to its security level shall not respond in any way to the broadcast request.

24.11.1 Determining Exceptional Security Requirements
A device is allowed to require a higher security level on asperie, perobject, or peiproperty basis.

Where the base device security policies and network security policies of communicating devices do not
indicate the need for encryption, a secure device that is not configured to know ahead of time the
sensitivity ofa particular piece of data that is to be written to another secure device should attempt to
read that data first before writing it without encryption. This is to allow the receiving device an
opportunity to indicate that the data requires encryption hynigty the error class SECURITY and

error code ENCRYPTION_REQUIRED. Upon receiving this error, the client device now knows that
the data should not be transmitted in the clear. If the sending device is configured to know ahead of
time which data needs emgption, then praeading is not necessary.

24.12 Wrapping and Unwrapping Secure Messages

Messages can be secured either at the source device or en route in a router. Where the security is added
or upgraded depends on the security policies and capabilities sbtihee device, destination device,
and intervening networks.

24.12.1 Wrapping and Unwrapping By Routers

The application and removal of secure wrappers to/from BACnet messages occur at different points in
a BACnet network. Each secure device along the commumnicatbh will evaluate the level of
security required for the message and whether or not the message shall be forwarded along its route, or
dropped. The rules shall be evaluated in the order presented, and only the first matching shall be
applied to a messag

42



Fourth Public Review Draft of BSR/ASHRAE Addendum g to ANSI/ASHRAE Standard 135-2008, BACnet 8 A Data
Communication Protocol for Building Automation and Control Networks

When unwrapping messages, a router shall validate the security protocol control octet, signature and
timestamp, and verify uniqueness of the Message Id across the timestamp window. If the security
protocol control octet, signature or timestamp is iiyabr the Message Id is not unique, then the
message shall not be routed. In such a case, the router shall either remain quiet, or respond with an
appropriate security error code as described in Cl2d3

A router may optinally validate the source MAC address, and/or destination device instance, This
validation may be done when security is passed on untouched, removed, or modified. If the validation
fails, the router shall silently drop the packet.

When routing messagesthout changing the security of the packet, a router may optionally validate

the security protocol control octet, signature and timestamp, and verify uniqueness of the Message Id

across the timestamp window. If the validation fails, the router shall lgilérdp the packet. Routers

may optionally pass Securifgesponse messages secumedording toTable 2476 s excepti ons evVve
when the security of the message does not meet the minimum requirements of the source network.

The rulesggoverning wrapping and routing of messages are:

A router not configured for security processing (i.e., contains no configured security policy table, or
does not support security NPDUs) shall route all
rules

The remaining rules only apply to routers configured for security processing:

A message shall be dropped if any of the following are true:

a. The message is plain and was received on a network with a local policy of 'signed' or
‘encrypted'.

b. The messagesinot encrypted and was received on a network with a local policy of 'encrypted'.

c. The message is signed or encrypted, thetngstedsource flag is set and the message is to be
placed onto a plaitrusted network.

A plain message shall be signed with @eneralNetwork-Access key if the security policy of the
outgoing port is 'signed’. The gmt-unwrap flag shall be set to 0 and the secimgdouter flag
shall be set to 1. If the message was received on-frusted network, then the ndrusted
sourceflag shall be set to 1.

A plain message shall be signed and encrypted with the Géwetnabrk-Access key if the security
policy of the outgoing port is ‘encrypted’. Themmt-decrypt flag shall be set to 0 and the secured
by-router flag shall be set th If the message was received on a-trosted network, then the
norttrustedsource flag shall be set to 1.

A signed message shall be encrypted using the GeNetalork-Access key if the security policy of
the outgoing port is 'encrypted'. The-dot-deaypt flag shall be set to 0.

A signed message shall be unwrapped if the security policy of the outgoing port is 'plain' and the do
notunwrap flag is set to 0.

An encrypted message shall be decrypted and unwrapped if the security policy of the outdaing por
'plain’ and the dmot-decrypt and daot-unwrap flags are set to 0.

An encrypted message shall be decrypted, but not unwrapped, if the security policy of the outgoing
port is not 'encrypted’ and the-dot-decrypt flag is set to O.

All other messags shall be forwarded as is.

24.12.1.1 Routing Security Errors onto Plain Networks

When a router receives a security error that requires routing and the router has determined that the
security wrapper should be removed before routing the message on, the routgesbadte and
forward a RejecMessagelo-Network message to the destination device. The reject reason shall be
code 5 indicating that a security error stopped the original message from being processed by its
destination device.
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24.12.1.2 Routing To and From Plain Networks

Routers to plain networks shall enhance the security for the plain network and those devices interacting
with them by providing biirectional Network Address Translation for all devices on the plain
network.

The most secure form of device iddictition in a secure BACnet internetwork is the device instance.

When messages are routed to and from a plain network, the device instance information is lost. To
overcome this problem, secure routers to plain networks shall use network address translation
replacing the SADR/ DADR in messages with the devi

When applying a security wrapper to a plain message, the router shall use an SADR, in both the NPCI

and the security wrapper, of | ength f3lhemdssage cont ai n:

is a unicast message, the DADR is expected to be 3 octets in length and indicates the destination
devicebds instance, most significant octet first.
for the specified destination deviceydathe correct SADR for the source device.

When removing a security wrapper to route a message onto a plain network, the router shall use an
SADR, in the NPCI, of l ength 3 that contains the
octet first. This will be available in the source message either in the Source Device Instance field, or in

the existing SADR field if the security wrapper was applied by a router. If the message is a unicast
message, the DADR is expected to be 3 octets inlengthdidihat es t he destinati on
The router is responsible for locating the correct DADR for the specified device.

While the process of locating the correct DADR is a local matter, should a router be required to
generate a request to find a ey the request should be restricted to the DNET specified in the
request. If the DADR in a unicast request that is to be routed from a secure to a plain network, or from
a plain to a secure network is not 3 octets in length, the request shall be diopgpech cases the
router shall generate and return a ReMetsagerlo-Network message to the source device with a
reject reason of 6 indicating the addressing information is erroneous. If the SADR is expected to be 3
octetsin lengthwhen removing a secdty wrapper and it is not, a router shall drop the message and
return a RejeeMessagerl o-Network message to the source device with a reject reason of 6 indicating
the addressing information is erroneous.

24.12.2 Securing Response Messages

When a device respontts a secure request, whether it is a network layer request, an application layer
request, or a BVLL request, the Secuftglyload or SecuritiResponse message(s) that contains the
response shall be secured using the same key and to the same level (segragpted and the same
settings for denotunwrap flag and dmot-decrypt flag) as the request. This requires that security
information associated with a request be passed along with the request as it moves between layers of
the protocol so that it carelused to create a response that matches the request. The only exceptions to
this requirement are when the responder is unable to provide the same level of security such as occurs
when reporting certain security errors back to the requestor or wheto-end security is required in

which case the Doot-unwrap flag is allowed to be setto 1.

There are some special cases where requests are to be secured as if they were a response to a
previously received request. Unconfirmed requests sent in responsertaimtonfirmed requests such
as FAm-Router in response to a WA® Router, FAm in response to a Whig.

COV natifications shall be secured using the same key and to the same level as the SubscribeCOV or
SubscribeCOVProperty request that created thecsigtion.

The level to which event notifications are secured shall be a local matter and not dependant on the
security of the services used to configure the Notification Class object that directs the events.
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All requests that make up a Backup or Resfmacedure shall be secured using the same key and to
the same level as the initial ReinitializeDevice request. No operation within a Backup or Restore
procedure shall require a different key or higher level of security if the initial ReinitializeDevice
request succeeds.

24.13 Authenticating Messages

Whenever security is removed from a message, either at the destination device or en route through a
router where the destination network policy differs from the source network, the message should be
authenticated. Tdauthentication process consists of validating, in order:

(a) validating theSecurityHeaderProtocol Control Information
(b) message signature.

(c) source MAC address.

(d) uniqueness of the Message Id.

(e) timestamp.

) destination device instance

24.13.1 Validating the Security Header Protocol Control Information

All devices that receive and process or routers that modify the security on a secure message that is to
be forwarded onto another network shall validate the Security Header Protocol Control Irfiormati

If the check fails, the message shall be silently dropped. The check is descHippatén?46.

Security Header Protocol Control
Information Consistency Check

no A& yes

decrypt=1

yes Secured-by no no ecured-by yes,
router = 1 - router = 1

- no on-truste yes »  Fail
b source = 1 il
Success

Figure 24-6: SecurityHeaderProtocol Control Information Consistency &2k

Y
A

»  Fall

45



Fourth Public Review Draft of BSR/ASHRAE Addendum g to ANSI/ASHRAE Standard 135-2008, BACnet 8 A Data
Communication Protocol for Building Automation and Control Networks

24.13.2 Validating the Signature

All secure devices that receive and process a secure message shall validate the signature of the
message. Routers are not required to validate the signature of a message unless the router changes or
removes the security wrappefrthe message, or the router is final destination for the message.

The signature is validated by calculating the signature as described in efaudse The validation
succeeds if the calculated signature is the same aggtieture contained in the message.

If the received message is encrypted, before validating the signature, the padding has to be removed.
Implementations shall verify that the padding length is less than the size of the security wrapper and
that the reraining security wrapper after removal of the padding is at least as large as the smallest
legal security wrapper.

If the message is a SecuriBesponse conveying the error securityNotConfigured, the signature shall
not be validated.

24.13.3 Validating the SourceMAC Address

All devices that receive and process or forward a secure message have the option to validate the MAC
address that the message was received from. Validation of the source MAC address is useful when
network address translation (NAT) is in usehivitthe BACnet intenetwork.

When validating the source MAC address of a message, there are 3 cases to consider:

€) The message originated from a device that resides on the network from which that the
message was received.

(b) The message originated fnoa device that resides on a remote network.

(© The message does not contain source MAC address information in the security header.

When a message is received from a local device, the MAC address should be compared to the signed
SADR in the security head. If the values match, then the source MAC address validation succeeded.

If the values do not match, then the check failed. If the check fails the receiving device has the option
to challenge the source of the message by sending a ChaReggest to th MAC address (not the

SADR from the security header). This check would most likely be employed when the network is of a
type where address translation is an expected behaviour, such as BACnet/IP. If the challenge succeeds,
then the source MAC address daliion will be considered to have succeeded.

When a message is received from a remote device, the MAC address should be compared against any
locally cached value for a router to the source network. If the MAC address matches the cached value,
then the sorce MAC address validation succeeded. If the values do not match or the device does not
have a locally cached router address for the network, then the check failed and the receiving device has
the option to challenge the router of the message. If théeohal succeeds, then the source MAC
address validation will be considered to have succeeded.

To challenge a router to a network, a device may send a secure unical-RthderTo-Network to
the MAC address from the message. If a valid secufendRouterTo-Network is received in
response, then the challenge will have succeeded.

An alternative method to challenging the router is to challenge the originator of the message, ensuring
that the MAC address sent to is the address the original message vieedréwan. If the challenge
succeeds, then the source device is reachable via the address the message was received from. This is
the only method that is available for validating the route to the Key Server when the device has not yet
been provided with a éeralNetwork-Access key.

If the SLEN field of the security header is 0, then the source address information is not present, and

thus not signed. The only option for validating the source address is to challenge the source device. If
the challenge succds, then the source MAC address validation will be considered to have succeeded.
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24.13.4 Validating the Destination Device Instance

Secure messages include a Destination Device Instance field that indicates the device that the message
is intended for. A secure diee shall only accept a message that has either a Destination Device
Instance field of 4194303 or its own device instance.

A secure device is allowed to refuse unicast requests that have a Destination Device Instance of

4194303. In such cases, the dewitall respond with an error code of destinationDeviceldRequired.

While a device is allowed to refuse unicast requests with a Destination_Device_Instance of 4194303, it

is strongly recommended that this naltintiedeviee devi ceds
being unable to interoperate with incapable devices from-plagted networks.

24.13.5 Validating the Message Id

All secure devices that receive and process a secure message shall validate the Message Id of the
message. Routers are not requitedalidate the Message Id of a message unless the router modifies
or removes the security wrapper of the message, or the router is the final destination for the message.

The Message Id cache is based on:

Packet Reorder Time: a period of time acrosscivitiut of order packets can be received without
causing Message Id validation problems.

Last Message Id: the largest Message Id received from a device more than Packet Reorder Time
seconds ago. This value is stored for each device from which secure eseasageceived.

All secure devices shall cache data records about recently received valid messages. The cached data
records shall consist of the Message Id, the source device instance, and the time at which the message
was received. In addition, a Lastelbage Id value is stored for each secure device being
communicated with.

When a message is received, the cache shall be checked and if the Message Id is already present in the
cache, or if the Message Id is less than the Last Message Id (taking intmtaacapping), then the
Message Id validation shall fail. Otherwise the Message Id Validation shall succeed.

If the Message Id validation, destination device instance validation, timestamp validation, and
signature validation all pass, then a new recdrdllshe added to the cache and the Message Id
validation shall succeed.

The cache holds Message Id, Timestamp, Source Device tuples that are received over the last Packet
Reorder Time window. When an entry in the cache becomes older than Packet Remeleth&i
Message Id is compared to Last Message Id for the source device (taking into account wrapping) and if
it is larger, Last Message Id is set the Message Id of the entry removed from the cache,

If no messages are received from a device within Sgctinhe Window seconds, then Last Message
Id is cleared for that device. This is to ensure that devices can wait Security Time Window seconds
after power up and then safelyuse any Message Id without it being rejected as a duplicate.

The size of the cée is a local matter. Determining which entries to remove from the cache when it
overflows is a local matter.

24.13.6 Validating the Timestamp

All secure devices that receive and process a secure message shall validate the Timestamp of the
message. Routers shafitrvalidate the Timestamp of a message unless the router changes or removes
the security wrapper of the message, or the router is the final destination for the message.
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The timestamp shall be checked against the clock of the receiving device. If theafimés within
+/- Security_Time_Window seconds of the local time, then the validation shall succeed, otherwise the
validation shall fail.

24.14 User Authentication
The BACnet standard provides one standard user authentication mechanism.

24.14.1 Proxied User Authentication

The Proxied Authentication mechanism is identified by an Authentication Mechanism field value of 0.
When using this mechanism, the Authentication Data field only contains the User Id and User Role.
The User Id in the message is assumed to haveaugbanticated by the source device when the key is
anything other than the Geneddtwork Access key. See also Clause 24.2.1.11.

The User Id identifies the user requesting the operation and the User Role identifies the role under
which the user is perfaring the operation. Secure devices shall not expect to use a fixed set of User
Ids or user Roles. User Ids and User Roles will be assigned during site installation and setup and as
such shall be configurable in both client and server devices. Devicesehzapable of providing User

Id and User Role values in secure messages shall be capable of being configured to provide any User
Id, User Role value pair for each of the users that it supports. Devices that do not ignore User Id and
User Role values in ceived messages shall be capable of being configured to accept and process any
User Id or User Role value. The method used to configure User Ids, User Roles and authorization rules
is a local matter.

User Roles of 0 and 1 indicate that a request is fedidby "the system itself’, that no user
authentication was performed, and no user authentication was required. A User Id of 0 indicates that
the actual user identity is unknown and is commonly used in conjunction with a User Role of O or 1.

A server dewie that receives a request with a User Id that is secured with theAWtbenticated key

is allowed to apply local user authorization to determine whether the user is authorized to perform the
requested service. If the user does not have sufficient rightse operation, the server device shall
return an error. For Confirmeldequest PDUs, a Compl&CK-PDU or an ErrofPDU conveying a

class of SECURITY and an error code of WRITE_ACCESS_DENIED, READ_ACCESS_DENIED,

or ACCESS_DENIED shall be returned. Theoe code returned depends on the service requested..
For BVLL and network layer messages that expect a response, a S&asgjignse message shall be
returned that conveys the error code accessDenied. All other requests shall not result in errors being
returned.

If a server is not configured to apply authorization rules, then the user authentication information may
be ignored. If a server is configured to apply authorization rules and the message is secured with the
GeneralNetwork-Access key, it is a lad matter as to whether or not the request is granted.
Exceptions to this rule are the Whoand WheHas services which shall be executed.

The authorization scheme details, and the method of configuring and maintaining the scheme, are a
local matter.

24.15 Time Synchronization Requirements

Because message timestamps are used to prevent replay attacks, secure devices are required to
maintain the current time. Also, because message timestamps are in UTC, secure devices are required
to support the UTC_Offset prorig in their Device object.

24.15.1 BACnet Time Synchronization Messages

Secure BACnet devices should not accept -seeured TimeSynchronization or
UTCTimeSynchronization requests, unless the local network security policy isnisied. Doing so
will leave thesecure device vulnerable to replay attacks.
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24.15.2 Overcoming Nonsynchronized Clocks

The network security architecture relies on devices having loosely synchronized clocks. If there are
secure devices within the system whose clocks are not within the time wifdeach other, then

those devices will be unable to communicate with each other and the system will be susceptible to
replay attacks..

Devices that cannot keep accurate time are open to replay attacks as their clocks drift away from the
clocks of the otar secure BACnet devices. It is essential that T8yechronization is performed
frequently enough to keep all device clocks well within Security Time_Window seconds of each
other.

It is worth noting that when a secure device is powered off for extrdomwdyperiods of time (years),
the clock in the device may drift sufficiently far that it is no longer synchronized with the rest of the
devices on the network.

24.15.2.1 DevicesWithout Real Time Clock Chips

Devices that do not keep time over a reset or while tuofiewill need to acquire the time before they
can communicate safely.

The preferred method for determining the current time in such cases is for the device to use a special
nonrepeating Message Id that is remembered across resets. The device waits 2 *
Security_Time_Window and then generates a Challenge request with the next special Message Id (note
that there is no relationship between the Message Id used for this purpose and the last Message Id used
by the device before it reset). The Challenge retogles| be sent with an all 0 timestamp.

To generate the next special Message Id to use, a constant value is added to the previously used special
Message Id. The constant, moduf, 8hall be prime. This ensures that when the value wraps, it wraps

past2*’to a previously unused value. Note that larger constants are generally better than smaller ones

as more fAientropyo is created making the signatur e,

If the secure device does not have the current key set, the Chakepgstrwill have to be aimed at
the Key Server and use the devicebs Distribution or

Other methods for determining time are described below. Each of the methods outlined requires that
the device has the ability to generate a random vdidae will be used in the Message Id and/or
Timestamp fields of the security header. Use of standard programming language random functions will
not meet this requirement. The device must use its interaction with the outside world to generate a
random valudinter-message delay, total network traffic, values found in DRAM if it is not cleared on
startup, etc). If the same Message Id value is used each time on startup, then an attacker can record a
sequence of messages when a device resets and then repiat théater date when the device resets
again.

24.15.2.1.1 Monitoring BroadcastTraffic

The device can determine the time by monitoring the network for broadcasts. If a broadcast is seen that
is secure and validates, then the time can be taken from the messagedimau€halleng&Request
containing a random Message Id and aimed at the source of the message. If the challenge succeeds,
then the time can be accepted.

24.15.2.1.2 Monitoring For Any Traffic

The device can determine the time by monitoring the network for anyctr@fhce a message is
received, the source MAC address can be removed from the message and a CRalierege formed
and sent to the source of the message. If the challenge succeeds, then the time can be accepted.
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24.15.2.1.3 Wait For TimeSynchronization

The first o solutions may result in incorrect times being used by the device. If the device chooses a
message from a device that has an invalid time, then the device will end up with the same invalid time.

A third option is for the device to be configured to &dade a time master on restart, or be
programmed to remember the source address of the last successfully processed TimeSynchronization
or UTCTimeSynchronization request and challenge this address on start up. The device should update
its time only if the Gallenge succeeds.

Alternatively, the device could wait for a TimeSynchronization or UTCTimeSynchronization request.
When one is received, the device should challenge the message source and only accept the time if the
Challenge succeeds.

24.16 Integrating the Security Layer into the BACnet Stack

24.16.1 Secure PDU Sizes

The addition of the BACnet security wrapper into the BACnet PDU reduces the amount of space for
BACnet NSDUs and APDUs.

For secure devices, the value of the Max_APDU_Length_Accepted property of tioe Dbject shall

be calculated assuming the largest size of valid Authentication Data the device is configured to accept,
and the largest encryption block size of any BACnet security encryption algorithm the device is
configured to use.

Secure routers thare capable of routing between 2 BACnet/IP networks shall be capable of routing
BACnet/IP messages that contain an NSDU of 2000 octets. This allows for 523 octets of authentication
data to be included in the security header when transferring packetebdBACnet/IP networks. All

other BACnet routers are only required to support routing of message sizes indidedbteRv-28.

In order to reduce the chance of inverted networks being used when security &rarialplace, the
maximum APDU for secure BACnet/IP segments is kept at 1476. To allow for this, the maximum
length BACnet/IP NPDU is increased to 1562 for secure BACnet/IP messages. This allows full size
nonsecured APDUs to be secured and passed thi®dagmet/IP networks.

The following table of maximum NSDU and APDU lengths is calculated assuming an Authentication
Mechanism of 1 with 2 octets of Authentication Data and an encryption block size of 16 octets.

Table 24-28. MaximumAPDU Lengthdor Secure BACnet Data Link Layers

Data Link Technology Maximum APDU Length
ISO 88023 ("Ethernet"), as defined in Clause 7 14200ctets
ARCNET, as defined in Clause 8 412octets
MS/TP, as defined in Clause 9 412octets
PointTo-Point, adefined in Clause 10 412octets
LonTalk, as defined in Clause 11 1400ctets
BACnet/IP, as defined in Annex J 1476 octets

When reporting the Max_APDU_Length_Accepted in the APCI of a ConfirmedReRD¢s$ta secure

device might be forced to indicate awa smaller than indicated by its Device object. While this will
result in successful communications, the network bandwidth usage of large segmented messages will
be suboptimal.
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Therefore devices responding to ConfirmedRegB&dt)s may ignore the valuedicated in the APCI
and use the value indicated in the clientds Device

24.16.2 Selecting Error Codes

The security errors can be broken down imto groups: general security layer errarsdauthorization

errors. General securitigyer errors are those that are required to be generated and returned by the
security layer and indicate a problem with the formulation of the message itself. Authorization errors
may be generated by the security layer, or they may be generated by &ahef the BACnet stack

or by the devicebds application program.

The order in which the error conditions are checked is important. The general security layer errors are
checked in the order they occur i nanyéduthorizatonvi ceo6s
errors. The order in which authorization errors are checked is not important except that the generic
accessDenied error code shall not be generated if one of the other authorization error conditions exists.
This ensures that knowledge iemped by the other authorization error codes is not lost through the

over use of the accessDenied error colleis recommended that the encryptionRequired error
condition be checked before the incorrectKey error condiiecausethis may help to reducée

amount of failure traffic produced.

If multiple error conditions are present, the condition that is checked first shall be the error that is
returned.

Some of the error conditions are ignorable. When an ignorable error occurs, it is a local ntatter as
whether the device returns the error or does not respond at all. Note that if multiple errors are present
and the one that is checked first is ignorable, then the device has the choice to either return that error or
not respond at all; the device doest have the option to return an error indicating one of the other
error conditions that exist.

24.16.3 Communicating Security Parameters

While the BACnet Security Layer is responsible for securing BACnet PDUs, the other layers of the

BACnet stack are usually theowce of the security parameter information. For example, the
determination of whether or not any of the data in an APDU requires a higher level of security than the
devicebs default policy is made by th¥lLayrps!l i cati on
of the BACnet stack provide security information to the security layer via the security _parameters ICI
parameter.

24.16.4 Detecting and Processing Security Errors

Security errors can be detected both by the security layer and also by the layetadfklexacuting a
request. For example, the security layer will detect problems with signatures whereas the application
program will detect most authorization errors. The result is that some security errors are returned in
SecurityResponses and others viik returned in ErrePDUs or ComplexACKPDUSs.

When a security error is received by a device, the error information may need to be indicated to the
other layers of the BAChet stack. The security layer indicates the error information via the
N-REPORT.indiation primitive. The application layer indicates security errors to the local
application program via the SEC_ERR.indication primitive.

Table 2429 provides a discussion of the different security errors, the conditions thadrithes
indicate, and possible failover actions that devices can take.
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Table 24-29. Security Errors

Description | Suggested Failover Actions
securityNotConfigured

The recipient is not configured for security { If the source device is allowed to-generate
this port. the request with no securif@ O signature an

A Securit-Response containing this error w
not be signed nor encrypted by the sou
device.

not encrypted)do so otherwise fail the reque
This error should be ported toa managemen
entity and then silently dropped

encryptionNotConfigured

The Encrypted field is set to 1 and the receiyv|
device is not configured to accept encrypi
messages.

A SecurityResponse that contains this eri
will not contain a vall OriginatingMessagel(
as the responding device would be unable
decrypt the source message to obtain
Messageld.

A SecurityResponse containing this error w
never be encrypted by the originator althoug|
may be encrypted by an intervening route

Report to the stack layer that created
original request to allow it to decide if th
request should be retried with different secu
parameters. Since the device cannot match
a specific request, all outstanding requests
with encryptionto the specific device should &
cancelled and retried.

unknownKey

The Key Identifier field indicates a security ki
that the receiving device does not know.

Report the error to the stack layer that crea
the original request to allow it to decide ffet
request should be retried with different secu
parameters.

If the original request was encrypted, the dey
that generated this error would not have b
able to match it to a specific request,
outstanding requests sent with encryption ug
the specific key to the specific device should
cancelled and retried.

duplicateMessage

A message with the provided Message Id
already been received from the source dey
within the security time window.

If the source device has restart@dthin 2 *
Security_Time_Window) this may be due t
issues surrounding the initial Messageld ug
In such cases, the device shoudtiop all
network traffic for a completeSecurity Time
window, or retry with a larger Message. I
traffic is to be halted, theimdicate the error tg
the stacklayer that created the original reque
so it has the option to retry later.
If the source device has not recently restar
then this error should be reported to
management entity.

unknownKeyRevision

If the Key Revisionfield indicates a revisiof
that the receiving device does not know.
A SecurityResponse containing this error co
should never be encrypted as the intended te
will most likely not be able to decrypt th
message.

If the source device has not recenthecked
its Key Revisions with the Key Serv
(definition of recently is a local matterjhe
device should check them using the Updat
Key-Set messageThis failover action shoul
be taken by thesecurity layer, not the
applicationentity.

The source dewke should either, resend t
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packet if the keys are found to be out of da
or indicate the error to the stack layer t
created the original request resulting in
request failing completely.

If the source device has recently checked
Key Revisionsits local policy is to not check
or if its keys are found to be curretiten this
error should be reported to a managem
entity. It is advisable to report this problem
the management entity regardless becg
frequent occurrences of this error icate a
problem with key distribution or networ
robustness.

The device that generates this error should
check its key revision with the Key Server ifl
has not done so recently and its key table ¢
not indicate that the unknown key revisi
recertly expired.

malformedMessage

If the length of the data received is too short
contain the security header, service parame
and the signature or the size of padding is lai
than possible for the data received, etc.

The error should be reported domanagemern
entity and dropped silently.

badSignature

If the signature is not correct. This error m
also be indicated if a decryption error occurs.
This error indicakes that either the packet wg
tampered with, a network error ocoed, the
key values differ, or some other kind of attac
is underway.

If the signature of the response is correct, t
the key valueare correctin this case, the errg
should bereporedto a management entitgnd
the packetetried

If the signature is not correcthen the errof
should be reported to a management entity
dropped silently.

badDestinationAddress

If the destination address information is missi
or invalid.

This is an indication that the packet w
modified on route, replayed to the wror
device,the physical structure of the network h
been tampered witbr the addresbinding table
in thesourcedevice isstale

If the local binding table istale in the sourc
device the source device shoutdear the entry
and rebind to the destination deviceThe
source device should be able to determine if
local binding table was stale based on
information received in the SecuriBesponse
message flthe original packet is still availablg
resend it, otherwise indicate the problem to
stacklayer that created the original requestd
let thatlayer regenerate the packet.

If the binding table is nostale report the
problem to a management entity.

badDestinationDeviceld

If the Destination Device Instance does |
match the local device instance

This is either an indication that a redirectic
attack is being attempted, that the local dey
has recently changed its device instance, or
the source device has stale address
information.

The source and destination devices sho
report the eror to a management entity.

If the destination device provides an er
response to the source device, or if the so
device times out waiting for a response,

source device should shoutdear the entryin

its local binding tableand rebind to the
destination device

badSourceAddress

If the source address information is invalid. |

The source and destination devices sho|
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This is an indication that thgeneral network
configuration is incorrect (there is disagreem|
on network numbers between routers &
devices), or that the physical wtture of the
network has been tampered with.

report the error to a management entity.

badTimestamp

The Timestamp in the security header of |
message is not within the allowable timesta
window of the receiver

This indicates a problem with neaynchronized
clocks, or an attempt to replaymessage. Th
receiver of the SecurityResponseshould be
able to tell if it is a clock issue.

If it is a clock issue, the request could be
tried with atimestamp adjustkto suit the othe
device.

If it is not retried, the error should be indicat
to the stack layer that created the origina
requestind reported to a management entity.

destinationDeviceldRequired

If the Destination Device Instance in ti
security headr of a unicast message has |
value 4194303 and the destination dey
requires this value to be set correctly for {
operation requested.

This error may be generated by the applical
program and returned in an ErBbDU or
ComplexAckPDU.

The error bould be reported to thetack layer,
that created the original requestd the requeg
should not be retried with the informati
becausave cannotbe sure that this ithedevice
the application really should be communicati
with and would thus thwart € protection the
device was trying to achieve by returning {
error.

unknownSourceMessage

This error occurs when a Challenge fails.

The device should report the error to
management entity. The message that
being Challenged should be dropped and
response sent to its source device.

cannotVerifyMessageld

This error occurs when a device has no rec
of sending the specified message. This may
sent if a device generates enough traffic thaj
local cache of message history has overfloy
and itis unable to ascertain for sure that it ¢
not send the message.

The device should report the error to
management entity. The message that
being Challenged should be dropped and
response sent to its source device.

encryptionRequired

This erroroccurs when an operation requir
encryption but the request was sent in the cle

If the source device supports encryption
nonkey exchange messages, it should retry
request with encryption. If the device does
support encryption, it shouleport the problen
to a management entity.

sourceSecurityRequired

If the secureeby-router flag is 1 and entb-end
security is required, or the Buwot-decrypt flag
is 0 and endo-end encryption is required fc
the operation requested.

If the device's mmimum security levetequires
endto-end security this error is generated

the security layer. The equivalent applicati
program error class and error code can &ks(
returned by the applicatioprogram if the

requirement for endb-end security is da to
data specific ruledn such a case, therror will

be returned in @ ErrorPDU or ComplexAck

PDU.

If the error isin a SecurityResponsgthe error
should be indicated to thetack layer that
created the original request.

The device should retry theequest, with

different security parameters.

incorrectkey
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The key provided to secure the message (
not indicate sufficient authority to perform tt
requested operation.

This error is usually returned by the applicati
program in an ErrePDU or CompexACK-
PDU.

If the error isin a SecurityResponsgthe error
should be indicated to thstack layer that
created the original request.

The device should retry the requestith

different security parameters.

notKeyServer

The device that received theefuestKeu
Update message is not configured as a |
Server or is not configured as the Key Ser
for the requesting device.

This error usually indicates that the Key Ser
configured to provide keys for the sour
device has been moved.

The device shald retry the request using

broadcast address.

keyUpdatelnProgress

The destination device is performing a k
update and is unable to perform the reqy
action.

The error indicates that a different Key Ser
is updating the device. The problem shobé
reported to a management entity, and the

Server should retry the operation at a later tir|

cannotUseKey

The destination device is unable to use a
provided by the Key Server.

This indicates that the Key Server has b
configured to issue keyto a device that it i
unable to accept. The Key Server should re
the problem to a management entity &
attempt to provide all other security keys to
device.

tooManyKeys

The destination device is unable to fit all of t
keys that the Key Seev has provided.

This indicates that the Key Server has b
configured to issue too many keys to a dev
The Key Server should report the problem t
management entity.

invalidKeyData

The desitnation device determined that the
data provided isnvalid.

This indicates an implementation error in {
Key Server or in the desitnation device. B
devices should report the problem to
management entity.

unknownAuthenticationType

If the user authentication method in t
message is unknown to thevitee.

This error isusually returned by the securit
layer, but might be returned by the applicati
program depending on which layer is
responsible for authentication checks might
also be that the device accepts the wh
security request and passe$o the application
program with authentication meamism and
data marked as "unknownletting the device
decide whether the operation can be alloy
without knowing the authentication mechanis
and the user reqaing the action. Thu# lets
the deci®n be that of the applicatiggrogram

If other authentication methods are known,
request can be retried with one of thq
methods.

accessDenied

The network layer or BVLL request was deni
due to insufficient authorization. Se@lause
24.14.1for more details.

While the security layer may return this eri

code, for application layer requests, t

There is no suggested failovertiaa for this
error condition.
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application program should use other rela
error codes in ErrePDUs and ComplexACK
PDUs.

24.16.5 Security Errors in Network Layer Initiated Packets

The network layer does not have a mechanism for returning errors in response to a message and thus
the information that can be conveyed in response to an error is limited.

If the network layer detects a security error condition, such as insufficient authorization, the network
layer shall convey this information to the local security layer so that a SeRe#yonse indicating the
error condition can be generatétbn-securty errors shall be handled as according to Clause 6.

Network layer messages that embody operations, in contrast to route discovery and traffic
management, may require security stronger than the base security policies. The network layer
messages that mayequire a higher level of security are: InitiaiReutingTable Establish
ConnectiorTo-Network, and DisconnedfonnectiorTo-Network. All other network layer messages

shall be accepted if they are secured according to

Reject-Messagero-Network messages shall be secured with the same level of security as the original
request. This may result in intermediate routers being unable to process theMesjgagerl o-
Network message. In such cases, the intermediate routers whlenefit from the information but the
source device will.

24.16.6 Security Errors in BACnet/IP BVLL Initiated Packets

The BACnet/IP BACnet Virtual Link Layer does not have a mechanism for providing detailed error
information. All it is able to indicate is that aquest failed, it cannot provide details.

If the BACnet/IP BACnet Virtual Link Layer detects a security error condition, such as insufficient
authorization, and the request was received in a S&¥Niké, the layer shall convey this information

to the locé&security layer so that a SecuriBesponse indicating the error condition can be generated.
Otherwise error conditions shall be handéedording toAnnex J.

ForwardeeNPDU, DistributeBroadcasiTo-Network, OriginalUnicastNPDU, OriginalBroadcast

NPDU are just payload messages transferring packets from higher levels. They shall not require
security higher than the networkés | ocal security
due to insufficient security by a higher layer of the BACnetlgta

BVLL messages that embody operations may require stronger security than the local network security
policy. The BVLL messages that may require a higher level of securityDatete-ForeignDevice
TableEntry, ReadBroadcasDistributionTable ReadForeignDeviceTable, RegisteForeignDevice,
Write-BroadcasDistribution-Table As with all responses BVLResult and all of the ACK BVLL

PDUs shall be secured to the same level as the original request.

24.16.7 Data Hiding

In secure devices, some data withideice will not be available to all clients. Where a subset of data
within an object, property, or service is restricted, a secure device shall hide the portion of the data for
which access is restricted.

24.16.7.1 Hiding Properties

If an object in a secure devicentains optional properties for which access to requires a higher level

of security, those properties may be hidden by the secure device. The secure device has the option to
return a security error (ACCESS_DENIED, READ_ACCESS_DENIED, or
WRITE_ACCESS_DENIB), or to return a general error (UNKNOWN_PROPERTY). This method
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of data hiding is not available for required properties; restricted access to required properties has to be
reported via a security error.

When a special property identifier (ALL or OPTIONALSs used to access restricted optional
properties, the device has the option to exclude the optional property completely from the result, or to
include a security error in its place.

24.16.7.2 Hiding Array Elements

When elements in an array or list have differeattusity requirements, the secure device shall hide
elements of the property by making it appear that the elements do not even exist. The array or list will
appear to be shorter, and entries that occur later in the property will be shifted down toefiltriee

which are hidden. This approach to data hiding is not applicable to arrays or lists for which the length
is mandated by the standard.

For example, when reading the Object_List property of the Device object with different security levels
may resultin a different value being returned. Where objects have to be completely hidden, the length
of the Object_List should be adjusted so that entries do not show up.

24.16.7.3 Hiding Service Results

For services that report collections of data, such as the alarm syrsemgices, the data returned by

the service may change based on security of the request. For example, if a secure device contains alarm
generating objects, for which access to requires a higher level of security, the alarm summarization
services shouldat return entries for those objects regardless of whether they meet the summarization
criteria or not.

A secure device does not have the option to leave out a required service response parameter, or in any
other way modify a response such that it is irsistent with the rules for that service response.

24.16.8 Device Identity

24.16.8.1 Security of Device ldentity

The device instance is the only secure form of device identity. Network number and MAC address
values should not be considered to be secure as these can belateshiftuiough complicated attacks
on a BACnet network.

When referring to another device such as is done in Notification_Class objects, it is always better to

refer to the device via the device instaesse and not
This is also better for handling cases where device MAC addresses may change, such as when DHCP
is in use.

Devices should never use network number or MAC address information to make authorization
decisions. The only device identity information thhbsld be relied upon for making authorization
decisions is the device instance.

241682 Modi fying A Deviceds I dentity

Modifying identity information that is used by the security layer can result in problems within the
layers of the stack. For example, changingeavdi ce6s i nstance number or net
WriteProperty request may result in problems associating the response with the request.

When critical identity values (device instance, network number, MAC address) are modified by a
service, the actual chge of identity shall occur after the response has been sent so that the response is
secured with the same identity that the request was secured with.

A device may, at the implementordés discretion, del a
device is reset.
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24.17 BACnet Security In A NAT Environment

A secure foreign device that resides behind a NAT cannot include a correct SADR in secure messages
because the device does not know it. While BBMDs are given static IP addresses, a foreign device's
addess is not usually static. To overcome this issue, secure foreign devices that communicate through
a NAT to reach the BACnet internetwork may first send a Chall®egpiest message to the BBMD

that they intend to register with as a foreign device. TheltieguSecurityResponse will let them

know their SADR as seen by other BACnet devices.

24.18 BACnet Security Proxy

In order to provide security for devices without requiring the devices themselves to be secure, a new
type of device called a Security Proxy idided.

A BACnet security proxy device is a secure router that strips and adds security on behalf of the devices
"behind" it that are incapable of, or not configured for, secure communications. The proxy will remove
security from messages destined for hetected devices, even if the-dotunwrap or denot-decrypt

flags are set. The proxy will also determine when security should be applied to messages that are
originated by protected devices and will apply it accordingly. The methods used by a gacuyty

device to determine when to apply security, what level of security, and what user information to use
are local matters.

In its simplest form, a security proxy device protects a complete BACnet network or collection of
BACnet networks but it is noestricted to operate in such a manner. A security proxy device could be
implemented such that it protects a subset of the devices on the protected networks.

The BACnet security proxy functionality is optional and is not required to be supported by secure
BACnet routers.

24.19 Deploying Secure Device on Nefecurity Aware Networks

Where a network is served by a BACnet routeat does not forward globally broadcast unknown
network messages, global broadcasts of security messages will not be routed. Thisrlimitht
restrict the methods used to deploy secure devices in existing networks.

In particular, a secure device will be unable to request security keys using broadcast-Regtexst

Key or RequesKey-Update requests. There dheeeoptions for deployrant in this situation:
-Connect the device to the Key SMasterkayaéndKeyoc al net
Server address information.

-Provide the deviceds network number, MAC addr es s
Server and manuallinteract with the Key Server to get it to provide a DeNaster key to the

device.

-Enter the Key Serverod6s information into the Last

Security Object, and then cause the device to request a EMukter key.

In order to ensure that other secured messages are routed by the legacy router, secure devices should
refrain from relying on global broadcasts for proper operation.

24.20 Deploying Secure Single Network Installations

BACnet security requires that all devidasow their local network numbers. To make support for this
requirementfor simpler installers, secure devices can leverage the -{§Ngtwork-Number and
Network-Numberls services. While this decreases the installation work required, it results in psoblem
when no routers are deployed in the installation.

To ensure that this does not cause problems during the installation process, it is recommended that all
secure devices support an alternate method for configuring the local network number.
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24.21 Security Keys

In BACnet security there are six types of keys: GenleivorkAccess, UseAuthenticated,
Installation, ApplicatiorSpecific, DeviceMaster, and Distribution. Each key actually consists of a
pair of key values, one used for signatures and one usedciypé&an.

The GeneraNetwork-Access key is used for device and object binding, for encryption tunnels, and by

user interface devices that cannot authenticate or are not trusted to authenticate a user. All secure

BACnet devices shall support use of then@alNetwork-Access key.

The UsetfAut hent i

cated key is wused
is included in BACnet messages. It is also given to devices that do not contain a user interface. All

secure BACnet devicedall support use of the Uséwuthenticated key.

Installation keys are distributed to pairs of devices, usually the configuration tool of a technician and a

by

devi

ces

t hat

set of BACnet devices that require configuration. These keys are provided to allow temporartoaccess

a specific set of controllers through a configuration tool that should not normally have access to the

BACnet network. All secure BACnet devices shall support use of the Installation key.

In order to provide security boundaries between applicaticesaseich as access control and HVAC,
the BACnet security framework provides ApplicatiBpecific keys. All secure devices shall support at
least 1 Application Specific key; support for multiple Applicat®pecific keys is optional. The

semantics of the Aglication-Specific keys are sitepecific, and as such all devices shall not restrict
which Application Specific key identifiers may be accepted into their key sets.

The DeviceMaster key is a unique key per device that is either given to the deviage bHedadevice is
installed, or provided to the device by the Key Server during installation. In theory, the IMagter

key is never changed for a device other than during initial site setup. In practice, a device's master key

may have to be changed ifkey Server's key database is lost and cannot be recovered. The-Device
Master key is only used to provide Distribution keys to devices.

Distribution keys are unique per device and are used only to distribute key sets.

24.21.1 Key ldentifiers

Keys areidentified by their 2octet key identifier. The identifier indicates which key is to be used and
the signature and encryption algorithms that the key is used with.

The first octet of the Key Identifier field indicates the encryption and signature algorithms todbe use

The values are:

Table 24-30. Key Identifier Algorithm Enumeration

Value Algorithm (Encryption/ Signature)
0 AES / MD5
1 AES / SHA256
2..255 Reserved
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The second octet of the Key Identifier indicates the key being usedialihes are:

Table 2431. Key Ildentifier Key Number Enumeration

Value Key number
(not used)

DeviceMaster
Distribution

Installation
GeneralNetwork-Access
UserAuthenticated
6..127 Application-Specific Keys
128.255 | Reserved

abhwNEFO

While the key identifier format would allow the specification of multiple keys of each type (such as the
GeneralNetwork-Access key) differing only in the algorithms used, the intent is that only one key of
each type would be used in priaet

24.21.2 Key Sets

A key set consists of all of the keys that a BACnet device is configured to have excluding the Device
Master key and the Distribution key, a time period during which the keys are valid and a key revision
number. The key revision number applie all of the keys in a key set.

A key shall not be used outside of the timeframe defined for the key set. To allow for variations in
clocks between devices, a keyods acceptability shal
message by theemding device rather than the local time in the receiving device.

Each BACnet device has two key sets with possibly overlapping valid time periods. This allows a
device to have a current and a new key set for transitioning between key sets. When eotésiice

2 valid key sets, the device should secure messages with the newer of the two key sets as soon as its
valid time period will allow.

I f the key setdés Expiration Date is XO0FFFFFFFFO6,
deployment senario, devices shall maintain key data in a-wolatile manner and shall not be
dependent on a Key Server after a power up or reset.

A key revision of 0 indicates that the key set has not been configured. Therefore, when the key revision
number wrapsfat er being incremented past 255, it shall wr
number is 0, then any keys it contains shall be ignored.

24.21.3 Key Distribution

In general, the keys used by the BACnet security framework are not unique to each deléséce

pair. The GeneraNetworkAccess key is shared by all of the BACnet devices and the- User
Authenticated key is shared by most devices. In order to increase the security of the keys, they should
be changed periodically.

DeviceMaster keys must beonfigured in a secure device and shared with the Key Server before the
Key Server can provide keys to a device. Initial key distribution is discussed in more detail in Clause
24.22.3

Keys are distributed as a set, excludihg Distribution key which is distributed on its own. The key
revision number applies to all of the keys in the key set.

To protect the keys, the distribution messages shall be encrypted. The encryption algorithm used for

distribution of keys shall bené same encryption algorithm as used with the most secure key in the
distribution.
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24.22 Key Server

BACnet Key Servers are responsible for the generation and distribution of BACnet security keys. If
automatic generation and distribution of security key updatesquired, the BACnet installation will
require a permanent Key Server that is responsible for generating and distributing keys to all of the
BACnet devices.

The Key Server is configured with a list of the devices to update, the keys that each shgiuéchpe
and the period at which the keys should be distributed. In addition, the Key Server shall allow the
operator to initiate a key update at any time.

24.22.1 Key Generation

The Key Server will be responsible for generating all keys, except for fditted; DeviceMaster
keys. The algorithm used to generate the keys shall be a local matter.

The Key Server shall take into account local security policy and device requirements when choosing
the algorithms to assign to generated keys. In order for the Géetvebdrk-Access key to work with

all devices, it has to use algorithms supported by all secure devices in the BACnet internetwork. The
Key Server shall report the existence of devices that do not support the minimum security requirements
of the local securityolicy to the local user or a management entity. When determining the algorithms
for DeviceMaster and Distribution keys, the Key Server should select algorithms that are at least as
strong as the algorithms used by keys that are to be distributed aectgady these keys.

Note that if a Key Server is configured to provide key sets frequently and if the key sets are given long
expiration times, it is possible for the Key Revision to wrap within the expiration time and create
conflicts between active KeRevision numbers. Key Server implementations should take care to avoid
such situations.
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Figure 24-7: Key Set lifetimes.

The time window in which the Key Server has to distribute a new key set tewdlies starts
Security_Time_Window seconds after the key set expires and ends Security_Time_Window seconds
before the replacement key set becomes active. If the Key Server does not complete the generation and
distribution within this time window, some dees will be unable to communicate with each other.
SeeFigure 247.

24.22.2 Distribution Method

When the Key Server has generated a new set of keys, the Key Server will increment the Key Revision
and distribute the keys to each deviEach device receives the Gendxatwork-Access key plus any

other keys it has been authorized to receive. The set of keys are sent encrypted to the device using the
Distribution key for that device. Distribution keys are delivered separately using theeDéaster

key and need not be distributed as frequently as the key sets.

The Key Server packages the newly generated key set into an Wma&et message, signs and
encrypts the message with the device's Distribution key, and sends it to the dewviceetkipt of a

valid sequence Updateey-Set messages, the device shall update its key sets as directed. The device
shall start using the new key set as soon as its valid time period will allow.

If the sending of the set of keys to the device is sutideshe Key Server shall record the key

revisions for both sets for the device. If the Key Server is unable to update the device, ittshdiae
update periodically until successful.
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The Key Server shall update each device. If a device cannot tectamh or the update fails, then the
Key Server shall continue with the next device. The order in which the Key Server updates devices is a
local matter.

If both of a device's key sets become invalid due to the current time being outside each kalicset's v
time period, then the device shall cease generating requests, other than-Regdistiate messages
signed with the device's Distribution key, or DevMaster key. The device shall periodically request

a new key set from the Last_Key_Server. If ey Server is on a remote network and the device does
not know the MAC address of the router to use, then the device shall use a local MAC broadcast to
transmit the Requedtey-Update message. If the device does not have a value for Last Key_ Server,
or does not receive an update from the Last_Key Server, the device shall globally broadcast, or send a
sequence of directed broadcasts of, the Red{mgslUpdate message. The device shall not request a
key set more than once every 5 minutes. If, upon power deyvige detects that its key sets have
expired, the device shall wait at least 1 minute after power up before requesting a ikegrdetto

allow the Key Server to distribute key sets after power outages.

When the Key Server receives a Requésy-Update from a device where the Key Revision of the
messagebs Distribution key does not match the rec
Server shall respond with an error code of unknownKeyRevision and then update the device's
Distribution key setith an UpdateDistributionKey message.

For devices that the Key Server is unable to provide a key set to, the Key Server shall continue to
periodically attempt to update the device using the UpldateSet message. The period at which the
Key Server rates the key update is a local matter.

The Key Server shall periodically update each device's Distribution key. To update a device's
Distribution Key, the Key Server sends the device an UpdaibutionKey message that is signed
and encrypted with th@evice's DeviceMaster key.

If a device loses its keys, it can request a new set by sending the Key Server a-Regigsiate
message signed with the device's Deltaster key. To such a request, the Key Server shall respond
with an UpdateDistribution-Key message.

Under normal operating conditions, after a device has received 2 sets of keys, the Key Server need
only update 1 key set by replacing an expired key set with one that will activate at a future time.

24.22.3 Initial Key Distribution

A Key Server ball provide a mechanism for accepting manually input DeMester keys. For
example, the Key Server might have a user interface through which the {Master key values can

be entered, or the Key Server may be provided with a software tool that eviltiprkeys to the Key
Server through a secure channel. This mechanism allows for devices that have a fixed, factory
configured, DeviceMaster key. All such devices shall provide a method of reporting the Device
Master key. For example, a device could hélneeDeviceMaster key printed on a teaff label.

As an alternative to having predefined Deviaster keys, secure devices may optionally support
initiation of the RequedtlasterKey and execution of the ShtasterKey messages. It is left up to site
palicy as to whether or not the use of these inherently insecure services is allowed during site setup.

For installations that do not use the ReqidasterKey and for devices that have factdiyed

DeviceMaster keys, Key Servers shall support interrogatn of devi cesd® Net wor k Sec
order to determine the encryption and signature algorithms supported before providing key sets.
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24.22.4 Key Revision

The Key Revision is only incremented when the data for an existing key is changed (excluding Device
Magder, Distribution and Installation keys). The creation of new application keys (keys thab{iere
did not exist at all) will also not result in the Key Revision being incremented.

If the Key Server is reconfigured such that the keys that it suppliagiven device are changed (the

device is supposed to be given a key it was not previously given, or is no longer supposed to receive a

key it already has), the Key Server modifies the d
Key Revision. Thereation of, or expiration of, Installation Keys shall not result in the incrementing of

the Key Revision for the current Key Sets.

24.22.5 Sites Without Key Servers

Secure BACnet sites are able to be deployed without a permanent Key Server. In such cases, a
termmporary Key Server is used to generate and distribute keys sets that do not expire. To do so, key set

1 shall be provided with an Expiration Date of XO6F
provided with a Key Revision of 0.

Any Key Server thasupports such deployment scenarios shall provide a mechanism for documenting
all Keysin orderto allow the same keys to be used when devices are added to the system at a later
date. It is up to the building owner / operator to ensure that the Keysthrepossession of a building
representative to allow for future upgrades.

Key Servers that support such deployments shall provide a mechanism for accepting manually input
keys. This will allow any such BACnet Key Server to be used to add new deviceseiisting
installation without the requirement that the original Key Server be used.

24.22.6 Multiple Key Servers

When there are multiple Key Servers in a BACnet installation, the method by which the Key Servers
generate new key sets, distribute keys betweenghlees and determine which Key Server distributes
keys to which devices is a local matter. In addition, the method for selecting which Key Server
responds to any particular RequbtisterKey service, and the subsequent sharing of generated
DeviceMasterkeys between the Key Servers is a local matter. Multiple Key Server systems need to
ensure that conflicting keys are not provided to secure devices by different Key Servers. The method
for ensuring this is a local matter.
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[Add the following definitiors to Clause 3 p. 1, inserting them in appropriate alphabetical positions and
renumbering subsequent clauses.]

3.1.X1 authentication the act of verifying identity

3.1.X2 authorization (network security) the control of access to network raggees based on known
identity and access rules

3.1.X3 encrypted messaga message that is wrapped in a security header, signed, and encrypted.

3.1.X4 incapable device a device that is inherently incapable, or has been configured to be rajgpea
be incapable, of producing or consuming secure BACnet messages. All incapable devices are plain
devices.

3.1.5%5 - inverted network- a BACnet internetwork where two or more networks are connected by a
network with an NPDU size smaller than thetworks it joins

3.1.%6 physically insecure not physically secure.

3.1.X7 plain device- a device that does not normally produce or consume secure BACnet messages.
All incapable devices are plain devices. However, a plain device that ismbtcapable device is
capable of producing or consuming secure BACnet messages when communicating with another
device that requires it.

3.1.X8 plain network- a network that does not require signed or encrypted traffic.
3.1.X9 plain message a message that is not secured by a BACnet security wrapper.

3.1.X10 physically secure a device or network that is protected from physical access by unauthorized
individuals.

3.1.X11 signed messagea message that is wrapped in a securityderasigned, and not encrypted.
3.1.X12 secure network a network on which all traffic is required to be signed or encrypted.

3.1.X13 trustedi a term used to refeio devices or networks from which messages are believed to be
authentic, eithethrough the use of secure messages or based on the physical security of that device or
network.

[ ChangeClause 5.1p. 14]

Information exchanged between two peer application processes is represented in BACnet as an
exchange of abstract servipamitives, following the ISO conventions contained in the OSI technical
report on service conventions, 1ISO TR 8509. These primitives are used to convey-ggeuitie
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parameters that are defined in Clauses 13 through 17 and Clause 24. Four servicegrare
defined: request, indication, response, and confirm. The information contained in the primitives is
conveyed using a variety of protocol data units (PDUs) defined in this standard. In order to make clear
which BACnet PDU is being used, the natatiwill be as follows:

CONF_SERV.request CONF_SERV.indication CONF_SERV.response CONF_SERV.confirm
UNCONF_SERV.requestUNCONF_SERV.indication
SEGMENT_ACK.requestSEGMENT_ACK.indication
REJECT.request REJECT.indication
ABORT.request ABORT.indication
SEC_RR.indication

The designation CONF_SERV indicates that BACnet confirmed service PDUs are being used.
Similarly, the designations UNCONF_SERV, SEGMENT_ACK, ERROR, REJECT, and ABORT
indicate that unconfirmed service PDUs, segment acknowledge PDUs, erra; Ripgdt PDUs, and

abort PDUs, respectively, are being usEde designation SEC_ERR indicates that an error occurred

in the BACnet security layer and is being indicated up to the BACnet applipatigram The format

of a SEC_ERR:.indication is a locahitter.

An application program that needs to communicate with a remote application process accesses the
local BACnet User Element through the APIl. Some of the APl parameters, such as the identity
(address) of the device to which the service request ig ®eht and protocol control information, is
passed directly down to the network or data link layers. The remainder of the parameters make up an
application service primitive that is passed from the BACnet User Element to the BACnet ASE.
Conceptually, the @plication service primitive results in the generation of an APDU that becomes the
data portion of a network service primitive, which is passed to the network layer through the Network
Service Access Point (NSAP). Similarly this request passes down thtbaglower layers of the
protocol stack in the local device. This process is illustrated in Figite The message is then
transmitted to the remote device, where it is passed up through the protocol stack in the remote device,
eventually appearing as amdication primitive passed from the remote BACnet ASE to the remote
BACnet User Element. The response from the remote device, if any, returns to the initiator of the
service in a similar fashion (s€dause5.5).

In addition to the service primitives arttie service specific parameters, the application entity
exchanges interface control information (ICl) parameters with the application program via the API.
The content of the ICI is dependent upon the service primitive type. The ICI parameters received by
the application entity provide the information that is passed on to the lower layers (as ICI across layer
interfaces) to help them construct their PDUs. The ICI parameters that are provided by the application
entity to the application programs contain imf@tion recovered by the lower layers from their
respective PDUs.

The following ICI parameters are exchanged with the various service primitives across an API:
'destination_address' (DA): the address of the device(s) intended to receive the servioe ptii
format (device name, network address, etc.) is a local matter. This address may also be a multicast,

local broadcast or global broadcast type.

'source_address' (SA): the address of the device from which the service primitive was received. Its
format (device name, network address, etc.) is a local matter.

‘network_priority' (NP): a foutevel network priority parameter describeddlause6.2.2.

'data_expecting_reply' (DER): a Boolean parameter that indicates whether (TRUE) or not (FALSE) a
reply service primitive is expected for the service being issued.
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6security _ par amptibnalsesuity gafmbetk)s for thehrequest to send, or from the
received request. It indicates the level of security (Key Id, Plain/Signed/Encrypted, User
Authentication data, End'o-End, etc) and its format is a local matter.

Table 51 describes the applicability of the ICI parameters to the service primitives.

Table 51. Applicability of ICI Parameters foAbstractServicePrimitives

Service Primitive DA SA NP DER SEC
CONF_SERV.request Yes No Yes Yes Yes
CONF_SERV.indication Yes Yes Yes Yes Yes
CONF_SERV.response Yes No Yes Yes Yes
CONF_SERV.confirm Yes Yes Yes No Yes
UNCONF_SERV.request Yes No Yes No Yes
UNCONF_SERV.indication Yes Yes Yes No Yes
REECT.request Yes No Yes No Yes
REJECT.indication Yes Yes Yes No Yes
SEGMENT_ACK.request Yes No Yes No Yes
SEGMENT_ACK.indication Yes Yes Yes No Yes
ABORT.request Yes No Yes No Yes
ABORT.indication Yes Yes Yes No Yes
SEC_ERR.indication Yes Yes No No Yes

[ ChangeClause 5.12, p. 18]

5.1.2 Unconfirmed Application Services

The client and server model, and the terms "requesting BAGest and "responding BACneser," do
not apply to unconfirmed services. The terms "sending BAGset' and "receivinACnetuser" do
apply, however, and they are used to define the service procedure for unconfirmed services.

In some cases, errors will be encountered when sending unconfirmed requests. While the standard does not
provide a mechanism for reporting such ag to the application program, it is acceptable for an
implementation to provide such a mechanism, if desired.

[ ChangeClause 5.4.4p. 26]

5.4.4 State Machine for Requesting BACnet User (client)

5.4.4.1 IDLE

é

SecurityError_Received
If a security eror is receivedvia an NREPORT.indicatiorfrom the network layer for
which there is no active TSM associated with it,

then enter the IDLE state.
5.4.4.2 SEGMENTED_REQUEST

é
SecurityError_Received
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If a security error is receivedia an NREPORT.indicatio from the network layer

then stop SegmentTimer; seBEC_ERRndication with the appropriate security error
informationto the local application prograpand enter the IDLE state.

InsufficientSecurity_Received
If a PDU is received from the network laysnd thesecurity parameters do not match the

initial request,

then stop SegmentTimer; issue aftUNITDATA.request with 'data_expecting_reply' =
FALSE to transmit a BACnétbort PDU with 'server' = FALSE and alh a b-oe @ s on &
INSUFFICIENT_SECURITYescibing the security error; sendSEC_ERRndication
indicating insufficient securityo the local application program; and enter the IDLE
state.

DuplicateACK_Received
If a BACnetSegmentACKPDU that has sufficient security parameteasnd whose
'server' paameter is TRUE is received from the network layer and InWindow (‘sequence
number' parameter of the BACR8egmentACKPDU, InitialSequenceNumber) returns a

value of FALSE,

then restart SegmentTimer and enter the SEGMENTED_REQUEST state to await an
acknowlelgment.

NewACK_Received
If a BACnetSegmentACKPDU that has sufficient security parameteasnd whose
'server' parameter is TRUE is received from the network layer and InWindow (‘'sequence
number' parameter of the BACrRsegmentACKPDU, InitialSequenceNumbgereturns a
value of TRUE and there is at least one segment remaining to send,

then set InitialSequenceNumber equal to the 'sequemmder’ parameter of the
BACnetSegmentACKPDU plus one, modulo 256; set ActualWindowSize equal to the
‘actuatwindow-size' parameter of the BACnh&egmentACKPDU; restart
SegmentTimer; set SegmentRetryCount to zero; call Fillwindow
(InitialSequenceNumber) to transmit one or more BAGDenfirmedRequestPDUs
containing the next ActualWindowSize segments of the message;entat the
SEGMENTED_REQUEST state to await an acknowledgment.

FinalACK_Received
If a BACnhetSegmentACKPDU that has sufficient security parameteasid whose
'server' parameter is TRUE is received from the network layer and InWindow ('sequence
number' parmeter of the BACneSegmentACKPDU, InitialSequenceNumber) returns a
value of TRUE and there are no more segments to send,

then stop SegmentTimer; start RequestTimer; and enter the AWAIT_CONFIRMATION
state to await a reply.

Timeout
If SegmentTimer becomsgyreater than Jyand SegmentRetryCount is less thagN

then increment SegmentRetryCount; restart SegmentTimer; call
Fillwindow(InitialSequenceNumber) to retransmit one or more BA@wmifirmed

RequestDUs containing the next ActualWindowSize segms of the message; and
enter the SEGMENTED_REQUEST state to await an acknowledgment.

FinalTimeout
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If SegmentTimer becomes greater thag,&nd SegmentRetryCount is greater than or
equal to Ny,

then stop SegmentTimer; send CONF_SERV.confirmo(the local application program;
and enter the IDLE state.

AbortPDU_Received
If a BACnetAbort-PDU that has sufficient security parameteasid whose 'server'
parameter is TRUE is received from the network layer,

then stop SegmentTimer; send ABORT.indicatto the local application program; and
enter the IDLE state.

SimpleACK _Received
If a BACnhetSimpleACK-PDU that has sufficient security parametéssreceived from
the network layer and SentAllSegments is TRUE,

then stop SegmentTimer; send CONF_SERVicoiif) to the local application
program; and enter the IDLE state.

UnsegmentedComplexACK_Received
If a BACnetComplexACK-PDU that has sufficient security parametéassreceived from
the network layer whose 'segmentadssage’ parameter is FALSE and SdS#gments
is TRUE,

then stop SegmentTimer; send CONF_SERV.confirm(+) to the local application
program; and enter the IDLE state.

SegmentedComplexACK_Received
If a BACnetComplexACK-PDU that has sufficient security parametédssreceived from
the networklayer whose 'segmentadessage’ parameter is TRUE and whose 'sequence
number' parameter is zero and this device supports segmentation and SentAllSegments is
TRUE,

then stop SegmentTimer; compute ActualWindowSize based on the 'propiosiec-

size' parametr of the received BACné&fomplexACK-PDU and on local conditions;
issue an NUNITDATA.request with 'data_expecting_reply’ = FALSE to transmit a
BACnetSegmentACKPDU with 'negativeACK' = FALSE, 'server' = FALSE, and
‘actuatwindowrsize' = ActualWindowSize  start SegmentTimer; set
LastSequenceNumber to zero; set InitialSequenceNumber to zero; and enter the
SEGMENTED_CONF state to receive the remaining segments. (The method used to
determine ActualWindowsSize is a local matter, except that the value sHafidthan or

equal to the 'proposesindow-size' parameter of the received BAG@EmMplexACk:

PDU and shall be in the range 1 to 127, inclusive.)

ErrorPDU_Received
If a BACnetError-PDU that has sufficient security parameteis received from the
network hyer and SentAllISegments is TRUE,

then stop SegmentTimer; send CONF_SERYV.confirmo(the local application program;
and enter the IDLE state.

RejectPDU_Received
If a BACnetRejectPDU that has sufficient security parameteis received from the
networklayer and SentAllSegments is TRUE,
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then stop SegmentTimer; send REJECT.indication to the local application program; and
enter the IDLE state.

UnexpectedPDU_Received
If a BACnetSimpleACK-PDU, BACnetComplexACKPDU, BACnetError-PDU, or
BACnetRejectPDU that has sufficient security parametédssreceived from the network
layer and SentAllSegments is FALSE,

or if a BACnetComplexACKPDU is received from the network layer whose
'segmentednessage’ parameter is TRUE and this device does not support sdigmenta

or if a BACnetComplexACK-PDU is received from the network layer whose
'segmentednessage’ parameter is TRUE and whose 'sequanober’ parameter is not
zero,

then stop SegmentTimer; issue afJNITDATA.request with 'data_expecting_reply' =
FALSE to transmit a BACnefbort-PDU with ‘'server' = FALSE; send
CONF_SERV.confirm) to the local application program; and enter the IDLE state.

SendAbort
If ABORT.request is received from the local application program,

then stop SegmentTimer; issue aflUNITDATA.request with 'data_expecting_reply' =
FALSE to transmit a BACnheAbort-PDU with 'server’ = FALSE; and enter the IDLE
state.

5.4.4. 3AWAIT_CONFIRMATION

In the AWAIT_CONFIRMATION state, the device waits for a response to a BACoafirmed
RequestPDU.

SecurityError_Received
If a security error is receivedia an NREPORT.indicatiorfrom the network layer,

then stopRequestimer; sendSEC_ERRnNdication with the appropriate security error
informationto the local application program; and enter tHeLIE state.

InsufficientSecurity Received
If a PDU is received from the network layserd thesecurity parameters do not match the
initial request,

then stopRequestimer; issue an NUNITDATA.request with 'data_expecting_reply' =
FALSE to transmit a BACivdbortPDU with 'server' = FALSEandafha b-ne 4 son 6 =
INSUFFICIENT_SECURITYsend SEC_ERRndication indicating insufficient security

to the local application program; and enter the IDLE state.

SimpleACK_Received
If a BACnhetSimpleACK-PDU that has sufcient security parameteris received from
the network layer,

then stop RequestTimer; send CONF_SERV.confirm(+) to the local application program;
and enter the IDLE state.

UnsegmentedComplexACK_Received
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If a BACnetComplexACK-PDU that has sufficientecurity parameterss received from
the network layer whose 'segmentadssage’ parameter is FALSE,

then stop RequestTimer; send CONF_SERV.confirm(+) to the local application program;
and enter the IDLE state.

SegmentedComplexACK_Received
If a BACnetComplexACK-PDU that has sufficient security parametésseceived from
the network layer whose 'segmentedssage’ parameter is TRUE and whose 'sequence
number' parameter is zero and this device supports segmentation,

then stop RequestTimer; compute AcWaldowSize based on the 'proposeithdow-

size' parameter of the received BAGREmMplexACKPDU and on local conditions;
issue an NUNITDATA.request with 'data_expecting_reply' = FALSE to transmit a
BACnetSegmentACKPDU with 'negativeACK' = FALSE, 'server= FALSE, and
‘actuatwindow-size' = ActualWindowsSize; start SegmentTimer; set
LastSequenceNumber to zero; set InitialSequenceNumber to zero; and enter the
SEGMENTED_CONF state to receive the remaining segments. (The method used to
determine ActualWindowi3e is a local matter, except that the value shall be less than or
equal to the 'proposedindow-size' parameter of the received BAG@EmMplexACK

PDU and shall be in the range 1 to 127, inclusive.)

ErrorPDU_Received
If a BACnetError-PDU that has suffi@nt security parameters received from the
network layer,

then stop RequestTimer; send CONF_SERV.confiyra( the local application program;
and enter the IDLE state.

RejectPDU_Received
If a BACnetRejectPDU that has sufficient security parametéss received from the
network layer,

then stop RequestTimer; send REJECT.indication to the local application program; and
enter the IDLE state.

AbortPDU_Received
If a BACnetAbort-PDU whose 'server' parameter is TRtHat has sufficient security
parametesis received from the network layer,

then stop RequestTimer; send ABORT.indication to the local application program; and
enter the IDLE state.

SegmentACK_Received
If a BAChetSegmentACKPDU whose 'server' parameter is TRitHat has sufficient
securityparameterss received from the network layer,

then discard the PDU as a duplicate, andrer the current state.

UnexpectedPDU_Received
If an unexpected PDU (BACn&omplexACK-PDU with 'segmentedchessage’ = TRUE
and 'sequeneeumber’ not equal to zewr 'segmentednessage’ = TRUE and this device
does not support segmentatidhat has sufficient security parametéassreceived from
the network layer,
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then stop RequestTimer; issue ardJNITDATA.request with 'data_expecting_reply' =
FALSE to transmit a BACnetAbort-PDU with ‘'server' = FALSE; send
CONF_SERV.confirmy) to the local application program; and enter the IDLE state.

TimeoutUnsegmented
If RequestTimer becomes greater thah,, and RetryCount is less than
Number_Of APDU_Retries and the lengthtite Confirmed Request APDU is less than
or equal to maximurtransmittabldength as determined accordingGtause5.2.1,

then stop RequestTimer; increment RetryCount; issue @MNNDATA.request with
'data_expecting_reply' = TRUE to transmit a BAC@GehfirmedRequesPDU with
'segmentednessage’ = FALSE; start RequestTimer; and enter the
AWAIT_CONFIRMATION state to await a reply.

TimeoutSegmented
If RequestTimer becomes greater thah,, and RetryCount is less than
Number_Of_APDU_Retries and the lehgif the ConfirmeeRequest APDU is greater
than maximurtransmittabldength as determined accordingGtause5.2.1,

then stop RequestTimer; increment RetryCount; set SegmentRetryCount to zero; set
SentAllSegments to FALSE; start SegmentTimer; set IBéiquenceNumber to zero; set
ActualWindowSize to 1; issue an-BINITDATA.request with 'data_expecting_reply' =
TRUE to transmit a BACnheConfirmedRequestPDU containing the first segment of the
message, with 'segmentatessage’ = TRUE, 'mofellows’ = TRUE, and 'sequenee
number' = zero; and enter the SEGMENTED_REQUEST state to await an
acknowledgment.

FinalTimeout

If RequestTimer becomes greater thegy, and RetryCount is greater than or equal to
Number_Of_APDU_Retries,

then stop RequestTimer; send COMERYV.confirm¢{) to the local application program;
and enter the IDLE state.

SendAbort
If ABORT.request is received from the local application program,

then stop RequestTimer; issue arlJNITDATA.request with 'data_expecting_reply' =
FALSE to transmit @BACnetAbort-PDU with 'server' = FALSE; and enter the IDLE
state.

5.4.4 ASEGMENTED_CONF

In the SEGMENTED_CONF state, the device waits for one or more segments in response to a
BACnetSegmentACKPDU.

SecurityError_Received
If a security error is receivedia an NREPORT.indicatiorirom the network layer,

then stopSegmerfiimer; sendSEC_ERRndication with the appropriate security error
information to the local application program; and enter the IDLE state.

InsufficientSecurity Received

If a PDU is receved from the network layeand thesecurity parameters that do not
match the initial request,
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then stopSegmeritimer; issue an NUNITDATA.request with 'data_expecting_reply' =
FALSE to transmit a BACnétbort PDU with 'server' = FALSE and ab a b-easar®d =
INSUFFICIENT_SECURIT,Ysend SEC_ERRndication indicating insufficient security
to the local application program; and enter the IDLE state.

NewSegmentReceived_NoSpace
If a BACnetComplexACK-PDU that has sufficient security parametésseceived from
the network layer whose 'segmentadssage' parameter is TRUE; whose 'sequence
number' parameter is equal to LastSequenceNumber plus 1, modulo 256; and the segment
cannot be saved due to local conditions,

then stop SegmentTimer; issue adJNITDATA.reques with 'data_expecting_reply' =
FALSE to transmit a BACnheAbort-PDU with ‘'server' = FALSE; send
CONF_SERV.confirm) to the local application program; and enter the IDLE state.

NewSegmentReceived
If a BACnetComplexACK-PDU that has sufficient security pametersis received from
the network layer whose 'segmentadssage’ parameter is TRUE; whose 'niollews’
parameter is TRUE; whose ‘'sequencenber' parameter is equal to
LastSequenceNumber plus 1, modulo 256; and whose 'seguemt®r' parameter ioh
equal to InitialSequenceNumber plus ActualWindowSize, modulo 256,

then save the BACn&omplexACK-PDU segment; increment LastSequenceNumber,
modulo 256; restart SegmentTimer; and enter the SEGMENTED_CONF state to receive
additional segments.

LastSegmetOfGroupReceived
If a BACnetComplexACK-PDU that has sufficient security parametésseceived from
the network layer whose 'segmentadssage' parameter is TRUE; whose 'sequence
number' parameter is equal to LastSequenceNumber plus 1, modulo 256;" wbmse
follows' parameter is TRUE; and whose 'sequemgomber' parameter is equal to
InitialSequenceNumber plus ActualWindowSize, modulo 256,

then save the BACn&omplexACK-PDU segment; increment LastSequenceNumber,
modulo 256; set InitialSequenceNumbeo tastSequenceNumber; issue an N
UNITDATA.request with 'data_expecting_reply’ = FALSE to transmit a BACnet
SegmentACKPDU with 'negativeACK' = FALSE, server = FALSE, and 'actual
window-size' = ActualWindowSize; restart SegmentTimer;, and enter the
SEGMENTHED_CONF state to receive additional segments.

LastSegmentOfComplexACK_Received
If a ComplexACK PDUthat has sufficient security parametess received from the
network layer whose 'segmenteebssage’ parameter is TRUE; whose 'sequenoter’
parameter isequal to LastSequenceNumber plus 1, modulo 256; and whose- 'more
follows' parameter is FALSE (i.e., the final segment),

then stop SegmentTimer; issue afUNITDATA.request with 'data_expecting_reply' =
FALSE to transmit a BACnebegmentACKPDU with 'negatie-ACK' = FALSE, 'server

= FALSE', and ‘actualvindow-size' = ActualWindowsSize; send
CONF_SERV.confirm(+) containing all of the received segments to the local application
program; and enter the IDLE state.

SegmentReceivedOutOfOrder
If a BACnetComplexACK-PDU that has sufficient security parametésseceived from
the network layer whose 'segmentedssage’ parameter is TRUE and whose 'sequence
number' parameter is not equal to LastSequenceNumber plus 1, modulo 256,
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then discard the BACn&tomplexACK-PDU segment; issue an-NNITDATA.request
with 'data_expecting_reply' = FALSE to transmit a BACBegmentACKPDU with
'negativeACK' = TRUE, 'server' = FALSE, 'sequenroamber' = LastSequenceNumber,
and ‘actualvindow-size' = ActualWindowSize; restart SegniEnter; and enter the
SEGMENTED_CONF state to receive the remaining segments.

AbortPDU_Received
If a BACnetAbort-PDU whose 'server' parameter is TRitHat has sufficient security
parameterss received from the network layer,

then stop SegmentTimer; seABORT.indication to the local application program; and
enter the IDLE state.

UnexpectedPDU_Received
If an unexpected PDU (BACn&impleACK-PDU, BACnetComplexACK-PDU with
'segmentednessage’ = FALSE, BACné&rror-PDU, BACnetRejectPDU, or BACnet
SegmetACK-PDU with 'server' = TRUE}hat has sufficient security parametess
received from the network layer,

then stop SegmentTimer; issue adJNITDATA.request with 'data_expecting_reply' =
FALSE to transmit a BACnheAbort-PDU with ‘'server’ = FALSE; send
CONF_SERV.confirmy) to the local application program; and enter the IDLE state.

Timeout
If SegmentTimer becomes greater thag,fimes four,

then stop SegmentTimer; send CONF_SERV.confirmo(the local application program;
and enter the IDLE state.

SendAbort
If ABORT.request is received from the local application program,

then stop SegmentTimer; issue aflJUNITDATA.request with 'data_expecting_reply' =
FALSE to transmit a BACneAbort-PDU with 'server’ = FALSE; and enter the IDLE
state.

[ChangeClause 5.4.5p. 31]

5.4.5State Machine for Responding BACnet User (server)

5.45.1 IDLE
é
SecurityError_Received
If a security error is receivedia an NREPORT.indicatiorfirom the network layer,

then enter the IDLE state.
5.4.5.2 SEGMENTED_REQUEST
é

IncorrectSecurityPdu_Received
If a PDU is received that is not secured with the same settings as the original PDU,
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then issue an NUNITDATA.request with 'data_expecting_reply' = FALSE to transmit a
BACnetAbortPDU  with 'serverr = TRUE and Graebaosram 6
INSUFFICIENT_SECURIT)Yand enter the IDLE state.

SecurityError_Received
If a security error is receivedia an NREPORT.indicatiorfrom the network layer,

then stop SegmentTimer and enter the IDLE state.

NewSegmentReceived
If a BACnetConfirmedRequetPDU that is secured with the same settings the
original PDU is received from the network layer whose 'segmentedsage’ parameter
is TRUE; whose 'moréollows' parameter is TRUE; whose 'sequencenber’ parameter
is equal to LastSequenceNumber plusmodulo 256; and whose 'sequemcenber’
parameter is not equal to InitialSequenceNumber plus ActualWindowSize, modulo 256,

then save the BACne&TonfirmedRequestDU segment; increment
LastSequenceNumber, modulo 256; restart SegmentTimer; and enter the
SEGMENTED_REQUEST state to receive the remaining segments.

LastSegmentOfGroupReceived
If a BACnetConfirmedRequestPDU that is secured with the same settings the
original PDU is received from the network layer whose 'segmentedsage’ parameter
is TRUE; whose 'sequengaumber’ parameter is equal to LastSequenceNumber plus 1,
modulo 256; whose 'motellows’ parameter is TRUE; and whose 'sequeanamber’
parameter is equal to InitialSequenceNumber plus ActualWindowSize, modulo 256,

then save the BAGtConfirmedRequestDU segment; increment
LastSequenceNumber, modulo 256; issue an-UNNTDATA.request with
'data_expecting_reply' = FALSE to transmit a BACBegmentACKPDU with
'negativeACK' = FALSE, 'server' = TRUE, 'sequenrcamber' = LastSequenceiber,

and ‘'actualvindowsize' = ActualWindowSize; restart SegmentTimer; set
InitialSequenceNumber = LastSequenceNumber; and enter the
SEGMENTED_REQUEST state to receive the remaining segments.

LastSegmentOfMessageReceived
If a BACnetConfirmedRequestPDU that is secured with the same settings the
original PDU is received from the network layer whose 'segmentedsage’ parameter
is TRUE; whose 'sequenceimber’ parameter is equal to LastSequenceNumber plus 1,
modulo 256; and whose 'mefellows' paraneter is FALSE (i.e., the final segment),

then save the BACne&TonfirmedRequestDU segment; increment
LastSequenceNumber, modulo 256; stop SegmentTimer; issudJMTDATA.request

with 'data_expecting_reply' = FALSE to transmit a BACBegmentACKPDU with
'negativeACK' = FALSE, 'server' = TRUE, 'sequensamber' = LastSequenceNumber,
and ‘actualindowsize' = ActualWindowSize; set InitialSequenceNumber =
LastSequenceNumber; send CONF_SERV.indication(+) containing all of the received
segments to the dal application program; start RequestTimer; and enter the
AWAIT_RESPONSE state.

SegmentReceivedOutOfOrder
If a BACnetConfirmedRequestPDU that is secured with the same settings the
original PDU is received from the network layer whose 'segmentedage' parameter
is TRUE and whose 'sequengember' parameter is not equal to LastSequenceNumber
plus 1, modulo 256,
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